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About this Document
This documenprovides web interfaceinformation of the RobustO$asedDTU Router, and Gateway products,
including function introduction and operation configuration.
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R2000, R2000 Dual, R2000 Ent, R2010, R2011, R2110
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R5020
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Allrightsreserved.

Trademarks and Permissions
@rcbustel & robust®S aretrademarks of Guangzhou Robustel Co., LAdl other trademarks and trade names
mentioned in this document are the property of their respectbxeners.

Disclaimer

The entire documentannot be reproduced in any form without the written permission of the copyright owner.

The contents of this document are subjectdioangewithout notice due to continued progress in methodology,
design, and manufacturing. Robustel shall have no liability for any error or damage of any kind resulting from the
mistaking use of this document.

Technical Support
Tel:+86:20-82321505
Email:support@robustel.com
Web: www.robustel.com

@robustel

I ——————————

i

RTL23 SM_\1.1.0 16 Oct.2022 2/186



mailto:support@robustel.com
http://www.robustel.com/

RobusOS Software Manual @ F@DUSt@J

DocumentHistory
Updates between document versions are cumulative. Therefore, the latest document version contains all updates
made to previous versions.

Document Firmware o
Date . . Change Description
Version Version
Aug.l, 2@2 V1.0.0 V5.0.0 or newer| 1. Initial release.
Oct. 16 222 V1.1.0 V5.1.0 or newer| Added support for RobustOS V5.1.0 or newer.

RT23 SM_\1.1.0 16 Oct.2022 3/186



RobusOS Software Manual @ F@DUSt@J

Contents

I 10T [T 10 o T RSP 6
P [ o) F= U @] 1T [V = 110} o PRI 7
2.1 [ O3 @o ] 1T U1 = 1o o P U U RPN 7
2.2 Factory Default SEtINGS. .. .u et a e e e e e aaaaaeas 10
2.3 = T (0] VA (=2 =) PSSP PPPPR 10
2.4 LOQ INYOUE DEBVICE.......ciiiie e ee et e e e e e e e e e e e e e e aaaaaaaaaeaaaeaaeeseaessaasaaenannnns 11
2.5 (70 o110 ]I == T a1 H R 12
G T VAT (=Y o 10 =T o g o) 1] =TSSR 14
3.1 Y K= 1L LSS 14
3.1 1 SYStemM INFOrMALION......cccoiiiiiiiieee e e e e e e e e e e e e e e 14

0 I 1 1 =T 0 0[] 0 = (TP 15
700 UG T |V To o [T o 4 ] = L (1 L 15
0 O R Y (NI = L (1 L= PRSP 16

3.2 1= = 1oL SO PP P PP 16
32,1 LINK MBNAGEL... ... e e e e e e e e e e e e e e e e e e e e e e e e e e e e e a e e e e 16
T2 O N PSPPSR 28

R T2 T 1 1= ¢ = PSSR 34
T2 S - Y| [V = PP 36
B2 Wit ——— 42
T T U ] S PPPPPPPPRPPRRPIS 56
T2 A & 17 5 T P 56

G T2 < T T PPPPPPR 62
T I 1T o - | =0} ¢ PP PPPRRRPRRPRY 63

R F2 0 T o | = - PP P PR 69

3.3 PaCKEt FOIWAITELS ......ccii i e e e e e e e et e e e e e e eeaeaaaaaaaeaeaeeeseaessasaaaenaannnns 76
T T R = 7= 1Y o) -1 1o ] PP PPPPPRPE 76
3.3.2  SemteCh UDP FOIWAIEL..........ccooi e e e e e e e e e e e e e e e e e e e e e e s e e e e e e e e s e neannes 78

34 N T 0T o] O PPPPPPPRPRRY 80
3 Nt O (o 11 | =TS 80

I N | oV | SO 82
343 IP PASSINIOUGN. ... 93

35 AV PP PPPPPRPRPR a5
G 78 00 O 1 =T o 95

G T T VY1 {1 U = T (o 106
TS TR T O T o 1T o Y = N RS PRT 108
BI04 GRE... e e e e e 120

3.6 =T Yo PR 122
G 70 700 R 1 V£ [T o PSR PRRR 122

I T Y o OO RO POPPPRPP 123

G T TR T VI I PSP PUPPPURRRPRRPN 127
B84 SISt e — b ——— e ———————— ittt t ittt aaaaaaaaaaaaaaaaaaaas 128
I TR T = o T- 1 OO PR POPPPPPP 130
I ST ST B B ] . SRR OO RO POPPPRPP 131

RTL23 SM_\1.1.0 16 Oct.2022 4/186



RobusOS Software Manual @ F@DUSt@J

G R A ] - PO PPRTT 133
TR T 1= 1= T o] o To 1= TR 134

0 778 TR o 1 (o] o PR 136

BiB. 10 G S it — e e e e ———t e e e et e e b e et e e e e nnnbaereaeeeaaans 136

BiB. 11 WD SEBIVE....ci ittt ettt e e e e et e e e e e e bbbt e e e e e e e s e e e e e e e e e e e e e e e e ean 141
3.6.12 AQVANCEM.... ... ittt e e e e e e ettt et e e e st e et e e e e e e b e e e e e e e n b ra e e e e e e e ane 142
3.6.13 SMArt ROAMING V2. ..ot e e e e e e e e e e e e e e e e e aaaaaaeaaaaaesaaaaeeasseasaasannnnnannes 143

3.7 £ L= 1 U SURPPPPPPRR 150
R T 01 R I = o 11 o PRI 150

T 7 U 1 o o = (= PP 151

TR A T Y o] o O =T o . PR 151

T A S o o £ PP PERP PR 153

A T o (o) ][O PPRRP 156

G IR A ST U =TT g Y = T g =T =T o 1< o | PP 158

4, Configuration EXAMPIES ... ...oouiiiiii i e ee e e e e e e e e e e e e et —— e e et a e aeeeeeaerrraa 162
4.1 (0|13 = T PP PPRRP 162
411 CellUlaDiabUp.....cceeeeeeeeeeeieee e e e e e e e e e e e e e e 162
4.1.2 SMS ReMOLE CONLEAL......oiiieiiiiie et e e e et e e e e e e s nnnnneeeeas 165

4.2 VPN Configuration EXamMPIES.........cooiiiiiiiii e e e e e e e e e 167
.21 IPSEC VPN, ..ttt ettt e e e e e e sttt e e e e et e e e e e e e e bt e et e e e e nanrrreeeeeenaane 167
N © T o 1T o Y o N PP RPPUTPPUPRP 171
e B €1 Y o PR PPPPPP 174

TR 1o o o (U Tt 1o o FS3 {0 S 176
5.1 L7 = L O PP PPRR 176
5.2 HOW to Configure the CLL.... ... e e e e e e e e e e e e e e e e e e s 177
5.3 COMMANAS RETEIEINCE. ....cii ittt e e e e e et e e e e e e s nbbaeeeeeeeeennsseeeeeeeeans 178
5.4 Quick Start with Configuration EXamMPLES.............oooi oo a e e e e 178
Example 1: ShOW the CUITENT VEISIONL.......uuuiiiiiiiiiiiieieieee et ee et e et e e e e e e e e e e e e e e e e e s s e e s s e e aar e b e e bareereesaneeees 178
Example 2: Update firmware Via th..........ooooiiiiiii e e e e e e e e e e e e e e e e e e e s e 178
EXample 3Set lINKMANAGEL.........cccc e et e e e e e e e e e e e e e e e e e e e e s e s e s s e e e s e e e e esaneaaaeareeereereeeees 179
EXample 4: SEt EINEINEAL...... ... e reeaeeeees 180
Example 5: Set LAN IP AdArESS.........ccoooiiiiiiiiiiiiiieee ettt e et e e e e e e e e e e e e e e e e s s s e e s s e e s s e aansanereeeaaneeees 180
Example 6: CLIfor setting CellULAL.............coooiiiiiii e e e e e e e e e e e e e e e e e e e e e e e e e e e aaaaas 182
L] [0S T Y 184

RTL23 SM_\1.1.0 16 Oct.2022 5/186



RobusOS Software Manual @ F@bUSt@J

1. Introduction

Thissoftwaremanual used for all theRobustO$asedproducts including th®TU Router, andGateway products,
providesweb interfaceinformation (configuration and operation).

Please refer to the specific chapter accordingly, as hardware configurations or interfaces maiy aifgrent
models.

— ©
Q S| = el 3| o
Related — Q| w J O O

poduct | S| S| S| 2l 2| K| 8|1 8| 83| 23| 8] 88| 8| S| 8
S|l S|l ol o|lo|lwlol ool sl el el g g gf @
|l 9| 49|l 9| & Q| §] & Nl o ol &l o] & B
S| S|e|le| ||| ||| ||l || | x

SIMCard | 2 1 1 1 1 2 2 2 2 2 2 2 2 2 2 2 1 2
Ethernet - - 2 1 2 5 2 5 5 2 5 4 2 1 4 2 2 4
POE PD _ - _ _ _ * * _ * * * * - - - - - *
PoEPSE| - | - - - k- -0 -1 -] -] - - -
Wiki | - | - | k|- x| &|*[x|[x|[x[x[x][*]-1*1-]-]«
BLE - -1 -1-1T-1T-1T-1T-1T-71+«~1-1-1-1-71-1 -
GNSS - - - - - * - _ - - - * * - * * - *
DI 2 - K - - K - K - K - K 2 - - 2 - K
DO K - K - - K - - - K - K 2 - - - - K
Al - -1 -1 -« -1-01-1-1-1-1{-1-1-1-71-1-
Rs232 | K [ * [ - [ - [~ |« | -1-1*[]*1-1«x|[x|[«x[*]*]«x]|«x
Rsass | K | * [ - [ - [~ || -1-1*]*1-1«x|x|«x][*]*]«x]|«x
usBHost| - | - | - | - | - [x[-[-[x[-[-T«x[x[x[x]|[&x][x]x
rRsa22 | - [~ -[-1-1-1-1-1-1-1-1-1-1-717-1-1-T7-
CAN -1 -1 -1 -10-1-1-1-1-1-1-1-1-1-1x«x]-
Voice (FXS| - - - - - - - - * - - - - - - - K -
MicroSD | - - - - - - - - - - - K| K - K| K - K

Note: & = Supported, - = Unsupported, * = Optional

About RobustOS

RobustO$ a Robustel selfieveloped and Linukased operating systn designedor Robustel devices. The
RobustOS includes basic networking features and protocols providing custexeetient user experience
Meanwhile, Robustel offers a Software Development Kit (SDK) for partners and customers to allow additional
customization by usigp Cand C++. It also provides rich Apps to meet fragmented IoT market demands.

RTL23 SM_\1.1.0 16 Oct.2022 6/186
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2. Initial Configuration

Youcan configure the device through the web browser, including Microsoft Edge, Google Chrome, Firefox, etc. A we
browser is a standard application inet following operating systems: Ubuntu, macOS, Windows7/8/10/11, etc. It
provides an easy and usfrendly interface for configuration. There are various ways to connectiéwice either

through an external repeater/hub or connect directly to your PGuveélrer, make sure that your PC is equipped with

an Ethernetport before connecting thelevice You must configure your PC to obtain an IP address through a DHCP
server or a fixed IP address that must be in the same subnet afethee If you encounter anproblems accessing

the deviceweb interface, it is advisable to uninstall your firewall program on your PC, as this tends to cause problem
accessing the IP address of ithevice

2.1 PC Configuration

There are two ways tgetan IP addres®or thecomputer Oneisi 2 206 GFAY +y Lt | RRNBaa |
I NBF /2yySOUA2yéY YR Yy20KSNI Aa (2 O2y TA thez®Bcel a il
Please refer to the steps below

Here takeWindows 10 asan example. Theanfiguration for Windows heweris similar.

1. Find the Windows logo keﬂ (hereinafter referred to as Win key) of the keyboard, prééa + R type
"Control' to run Control Panel After opening the Control Panel, léitf A O\iew Ngfwork Status and Task ®

[E3 Control Panel = ] x

1+ [EE » Control Panel » v O Search Control Panel el
Adjust your computer’s settings View by: Category =

System and Security
Review your computer's status
Save backup copies of your files with File History

Back up and Restore (Windows 7)

User Accounts
) Change account type

Appearance and Personalisation
Network and Internet

-j View network status and tasks

/ Hardware and Sound

ﬁ‘- View devices and printers
Add a device

Adjust commenly used mobility settings

Clock and Region
Change date, time or number formats
Ease of Access

Let Windows suggest settings
Optimise visual display

@*ER

Programs
[’] Uninstall a program

RTL23 SM_\1.1.0 16 Oct.2022 7/186
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2. After enteringdNetwork and Sharing Center", clidkthernet' connections status;

Control Panel Home

Change adapter settings

Change advanced sharing
settings

Media streaming options

See also
Internet Options
Windows Defender Firewall

L+ Network and Sharing Centre

™ 'ﬁ » Control Panel » All Control Panel ltems » Metwork and Sharing Centre ~ a

View your basic network information and set up connections

View your active networks

Network 8
Private network

Network 13
Public network

Change your netwoerking settings

Access type: Internet
Connections: Ethernet 2
Access type: Mo Internet access

Connections: [ Test LAN

ﬁl Set up a new connecticn or network
Set up a broadband, dial-up or VPN connection, or set up a router or access point.

@ Treubleshoot problems

Diagnose and repair network problems or get troubleshooting information.

3. ClickPropertiesin the window ofLocal Area Connectiorstatus.

[E] Ethernet 2 Status

General

Connection
IPw4 Connectivity:
IPw6 Connectivity:
Media State:
Duration:

Speed:

Internet

Mo Internet access
Enabled

13 days 05:40:54
1.0 Gbps

Activity
Sent — &P‘I ——  Received
e
Bytes: 828,675,175 I 2,751,829,674
IQEroperties |I Ggisabtle || Diagnose |

X

RT23 SM_\L.1.0
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4. Choosdnternet ProtocolVersion 4TCP/IR4) and clickProperties

U Ethernet 2 Properties x

Networking  Sharing

Connect using:
? Intel{R) 1211 Gigabit Network Connection

This connection uses the following tems:

?Client for Microsoft Networks ~
? File and Printer Sharing for Microsoft Networks
? Npca

Intemet Protocal Versi (TC 1)

O 4 Microsoft Network Adapter Multiplexor Protocol

. Microsoft LLDP Protocol Driver v
€ >
Description

Transmission Control Protocal/Intemet Protocol. The defaultt
wide area network protocol that provides communication
across diverse interconnected networks.

| ok || canced |

5. Two waydo configure the IP address tife computer
(1) Auto obtain from the DHCP server, cli€dtain an IP address automatically”

Internet Protocol Version 4 (TCP/IPv4) Properties *

General  Alternative Configuration
‘You can get IP settings assigned automatically if your network supports

this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(®) Obtain an IP address automatically
(D) Use the following IP address:

lly:
(T Use the following DNS server addresses:

Preferred DS server: l:l
Alternative DNS server: l:l

Validate settings upon exit

o] o |

RT23 SM_\1.1.0 16 Oct.2022 9/186
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(2) Manually configure the PC with a static IP address on the same subnetdevitwaddress, click and
configure Use the follaving IP address"

Internet Protocol Version 4 (TCP/IPwd) Properties *
General

‘You can get IP settings assigned automatically if your network supperts
this capability. Otherwise, you need to ask your network administrator
for the appropriate IF settings.

() Obtain an IP address automatically
(@) Use the following IP address:

IP address: 192.168. 0 . 2
Subnet mask: 255,255,255 . 0
Default gateway: 192 .168 . 0 . 1

Obtain DNS server address automatically
(@) Use the following DNS server addresses:

Preferred DNS server:

oo
-
“
«

Alternative DMS server:

[validate settings upon exit Advanced...

Cance

6. ClickOKto finish the configuration.

2.2 Factory Default Settings

Before configuring youtlevice you need to know the following default settings.

ltem Description

Username admin

Password admin

ETH WAN mode or 192.168.1/255.255.255.0LAN mode
ETH/2/3/40) 192.1680.1/255.255.255.0LAN mode

DHCP Server Enabled

*

There are differences in the number of ETH ports of different devices. For details, please refer to the product
specification of the device.

2.3 FactoryReset

Function Operation

Reboot Press and hold the RST button for 2~5 seconds under the operating status.

Restoreto default Pressandhold the RSTbutton for 5 ~10 secondsunder the operating status.ne RUN

configuration light flashesquickly,and thenreleasethe RSTbutton, andthe devicewill restoreto the
default configuration

Restoreto factory Once the operation of restorinthe default configuration is performed twice withone

configuration minute, the device will restore to the factory default settings.

RTL23 SM_\1.1.0 16 Oct.2022 10/186
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2.4 Login YourDevice

To login to the management page and view the configuration status of your device, please follow the steps below.

1.
2.

Onyour PC, 4duncha browser. e.g.: Microsoft Edgépogle Chrome or Firefoztc.

From your web browser, typihe IP address of thdevice into the address bar and press enfidre default IP
addressof the deviceis http://192.168.0.1/, though the actual address mayrya

Note: If a SIM card with a public IP address is insertedtive device enter this corresponding public IP address
in the browse® address bar to access thievicewirelessly.

0 @ Router Web Manager x  +

<« O & Notsecure | 192.168.0.1/auth/login.html

On the login page, enter the username and password, choose languaghemndlickLOGINPleasecheckthe
information on the product label fahe default username and password.
Note: If enter the wrong username or password og¢imes, the login web will be locked for 5 minutes.

@) rcbustel

1 ———
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2.5 Control Panel

After logging in, thdhome page of the web interface is displayefgre take R520for example.

@ rebustel

Status
Interface
Network
VPN
Services

System

Status

» System Information

Device Model
System Uptime
System Time

RAM Usage
Firmware Version
Hardware Version
Kernel Version

Serial Number

Save & Apply | Reboot ‘ Logout

R1520

0 days, 00:04:14

Thu Dec 15 07:17:18 2022
69M Free/128M Total
5.1.0 (5a92c1f9)

1.1

4.9.152

20030560010020

» Internet Status

Active Link
Uptime

IP Address
Gateway

DNS

WWAN1

0 days, 00:00:08
10.41.169.25/255.255.255.252
10.41.169.26

120.80.80.80 221.5.88.88

~ Modem Status

Modem Model
Registration
Network Provider
Network Type

Signal Strength

EG25

Registered to home network
CHN-UNICOM

LTE

31 (-51dBm)

-~ LAN Status

IP Address

MAC Address

192.168.1.1/255.255.255.0

34:FA:40:07:A6:B2

Copyright © 2022 Robustel Technologies. All rights reserved.

@ rcbustel

On the homepage, users can perform operations such as saving the configuration, restartiegitgeand logging
out.

Using thedefaultusername anghassword todg into the device, the page will pop up the following tab

& It is strongly recommended to change the default password. x

It is strongly recommended for security purposes that you change the default username and/or passhetirthe

% button to close thenotification. To change your username and/or password, 3626 System > User

RTL23 SM_\1.1.0 16 Oct.2022 12/186
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Management

@ rcbustel

Control Panel

Click to cancel the modification on tlsarrent mnfiguration page.

Item Description Button
Save & Apply Clicktosavél KS OdzZNNBy (G O2y T A 3 dzNandapply y
the modification on every configuration pag®e modify takingeffect.
Reboot Click to reboot the device. If tieebootbutton isyellow, itmeans that Reboot
some completedonfiguratiors will take effectonly afterthe reboot.
Logout Click tolog the current user out safely. After logging out, it will switch t
the login pageShut down the web page directhyithout logout, the next
onecan login webon thisbrowser without a passworliefore timeout.
Submit Click tosavethe modification on thecurrentconfiguration page. | submit |
Cancel
=3

Note: The steps of how to modify configuration are as below:

1. Modify in one page;

2. Click [[ETES under this page;

3. Modify on another page;

4. Cli B under this page;

5. Complete all modifications;

RO save & Avoiv}

RT23 SM_\L.1.0

16 Oct.2022

13/186



RobusOS Software Manual @ I'@DUSte|

3. WebUI Descriptions

3.1 Status

3.1.1System Information

This page allows you to view the System Information, Internet Status, and LAN Status of your device.

A System Information

Device Model R1520-4L(V)
System Uptime 0 days, 00:01:18
System Time Wed Sep 28 14:55:10 2022 (NTP not updated)
RAM Usage 71M Free/128M Total
Firmware Version 5.1.0 (5a92c1f9)
Hardware Version 1.1

Kernel Version 4.9.152

Serial Number 05670220090009

System Information
Item Description
Device Model Show model name ofourdevice.
System Uptime Showdevice uptime.
System Time Show currensystem time
RAM Usage Show free memory and the total memory.
Firmware Version Show firmware versiorunning on the device.
Hardware Version Show current hardware version
KernelVersion Show current kernelersion.
Serial Number Show Serial Numbef the device

RTL23 SM_\1.1.0 16 Oct.2022 14/186
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3.1.2Internet Status

This page shows the device's Internet status information.

A Internet Status

Active Link WWAN1
Uptime 0 days, 00:39:31
IP Address
Gateway 10.122,74.9

DNS 210.21.4.130 221.5.88.88

10.122.74.11/255.255.255.248

@ rcbustel

Internet Status
ltem Description
Active Link Show currently used link: WWAN21, WWAN2, or WAN
Uptime Show currenamount of time the link has been connected.
IP Address Show IP address activelink.
Gateway Show gatewayddress ofctivelink.
DNS Show current DNS server address.

3.1.3Modem Status

This page shows the devictvdeminformation.

»~ Modem Status

Modem Model EG25

Registration Registered to home network

Network Provider CHN-UNICOM

Network Type LTE

Signal Strength 16 (-81dBm)
Modem Status
Item Description
Modem Model Showmodelof cellular module.

Registration

Show current networlstatus

Network Provider

Show name ofnetwork provider.

Network Type

Show current network service type.

Signal Strength

Showthe values okignal strength.

RT23 SM_\L.1.0

16 Oct.2022

15186



RobusOS Software Manual @ f@bUSte|

3.1.4LANStatus

TKAa LI 3IS akKz2ga GKS RSOHAOSaAQ [!'b adl idza

IP Address 192.168.0.1/255.255.255.0

MAC Address  34:FA:40:04:484:24

LAN Status
ltem Description
IP Address ShowlP address and theetmaskof the LAN
MAC Address Show MAC address of thé\N

3.2 Interface

3.2.1Link Manager

This page allows you to manage link connections. The Link management function supports the selection of
single/dual links. At the same time, each link supports the configuration of the link detection function to keep the
network connection always online.

A General Settings

Primary Link | WWAN1 ®

Backup Link [None @
Emergency Reboot Cm ®

General Settings @ink Manage

Item Description Default
Primary Link Select from@WWANZE EVWANZ GNANE or GWLANE. WWANL
WWANL: SelecSIM1asthe primarywireless link
WWAN: SelecSIM2 as the@rimarywireless link
WAN:Select WANEthernetport as the primarywired link.
WLAN: Select WLAN as the primary wireless link.
Note: WLAN link is available only if enable-M/as Client mode, please refeg
to 3.2.5 WiFi.

RTL23 SM_\1.1.0 16 Oct.2022 16/186
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General Settings @ink Manage
Item Description Default
BackupLink { St SO WWRNEMWANE, AWANE, AWLANE Gr GNOn€. None
WWANL: SelectSIM1 aghe backup wireless link
WWAN: SelecSIM2 aghe backup wireless link
WAN:Select WANEthernetport as thebackupwired link.
WLAN: Select WLAN as the backup wireless link.
Note: WLAN link is available only if enable-M/ias Client mode, please refe

to 3.2.5 WiFi.
None No backuplink.
Backup Mode Select fromdCold Backuf dWarm Backug ar d_oad Balancirg Cold
ColdBackup: The inactive link igfline on standby. Backup

WarmBackup: The inactive link is online on standby.

Load Balancing: Use two links simultaneously
Note: BackupModé & I @ Af o6t S 2yte . I O dzl
Revert Interval Specify number of minutes that elapses beftre primary link is checked if| O
a backup link is being used in cold backup mode. 0 means disable chec
Note: Revert interval is available only under the cold backup mode.
Emergency Reboot | Click the toggle button to enable/disable this option. Endblesboot the OFF
whole system if no links are available.

Note: Clik®@ for help.

Link Settingallows you tcsetthe parametes of link connection, including WWANYWAN2 WAN, and WLAN is
recommended to enabl®ingdetection to keepthe device alwaysnline. ThePingdetection increases reliability and
also saves data traffic.

» Link Settings

Index Type Description Connection Type
1 WWAN1 DHCP f
2 WWAN2 DHCP s
3 WAN DHCP S
4 WLAN DHCP s

Clik [# on the rightmost of WWAN1/WWAN?2 to enter the configuration window.

WWAN1/WWAN2

» General Settings

Index [1 ]

Type |[wwani

Description | |

RTL23 SM_\1.1.0 16 Oct.2022 17/186
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The window is displayed below when enabling dAetomatic APN Selectiémoption.

A WWAN Settings
Automatic APN Selection m:] 1

Dialup Number [*99***1# ]

Authentication Type [Auto

PPP Preferred Cm @
Switch SIM By Data Allowance Cm @

Data Allowance [0 ] ®

Billing Day |1 | ®

The window is displayed below when disabling dhetomatic APN Selectiémption.

Automatic APN Selection

APN [internet

Username [

Password [ sasas

Dialup Number [“99“*‘“1:&

]
]
]
]
Authentication Type [Auto

PPP Preferred - OFF @
Switch SIM By Data Allowance [—m @

Data Allowance [D ] @

Billing Day [1 ] @

~ Ping Detection Settings ®

Primary Server

8.8.8.8

Secondary Server 114.114.114.114

{ )

{ )
Interval [300 ] ®@
Retry Interval {5 ] ®
Timeout [3 ] ®@

Timeout unit | Second(s)
Max Ping Tries {3 ] ®
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A Advanced Settings

NAT Enable m:]
Auto MTU For WWAN Cm
MTU  [1500 | @
Upload Bandwidth [10000 ] ®
Download Bandwidth | 10000 ]
Overrided Primary DNS [ ]
Overrided Secondary DNS [ ]
Debug Enable m:]
Verbose Debug Enable Cm
Link Settings (WWAN)
ltem Description Default
General Settings
Index Indicate ordinal of the list. --
Type Show typeof the link WWAN1
Description Enter adescription for this link. Null
WWAN Settings
Automatic APN Click the toggle button to enable/disable tlutomatic APN Selectién | ON
Selection option. After enabling, the device will recognize theN (Access Point

Name)automatically. Alternatively, you can disable this option and
manually add thédAPN (Access Point Name)

APN EnterAPN (Access Point Nanfe) cellular dialup connection, provided by Internet
the local ISP.
Username Enter .semame for celluladialup connection, provided by the local ISP| Null
Password Enter mssword for cellular dialp connection, provided by the local ISP.| Null
DialupNumber Enter dal-up number for the cellular dialp connection, provided by loca| *99***1#
ISP.
Authentication Type | Select fromd ! dzii 2 € ara 6 t las the local ISP required. Auto
PPP Preferred The PPP dialp method is preferred. OFF
Switch SIM By Data | Click the toggle button to enable/disable this option. After enabling, ity OFF
Allowance switch to another SIM whethe datalimit isreached.
Note: Only used for dugbIM backup.
Data Allowance Set the monthly data traffic limitatiorThe system will record the data 0

traffic statistics when data traffic limitation (MiB) is specifi€tie traffic
record will be displayed ilmterface > Link Manager > Status®#WAN
Data Usage Statistic® means disable data traffic record.

Billing Day Fecify monthly billing day The data traffic statistics will be recalculated | 1
from that day.
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Link Settings (WWAN)

debugging information output.

Item Description ‘ Default
Ping Detection Settings
Enable Click the toggle button to enable/disable the pitgtectionmechanism, a | ON
keepalivepolicy of the device.
Primary Server The device will ping thigrimaryaddress/domain name to check if the 8.8.8.8
currentIPv4connectivity isactive.
Secondary Server The device will ping thisecondaryaddress/domain name to check if the | 114.114.11
currentIPv4connectivity is active. 4.114
Interval Set ping interval 300
Retry Interval Set ping retry intervaMWhen ping failed, thelevice will ping again every | 5
retry interval.
Timeout Set ping timeout. 3
Timeout Unit Setping timeout unit. Second(s) or Millisecond(ms). Second
Max Ping Tries Set max ping triesSwitch to another link or take emergency actiothi 3
max continuougping tries reached.
Advanced Settings
NAT Enable Click the toggle button to enable/disable Network Address Translation] ON
Auto MTU For WWAN Click the toggle button to enable/disabbauto MTUfeature forWWAN ON
MTU Setthe Maximum Transmission Unit. 1500
Note: MTU isavailableonly GAuto MTU For WWANs OFF
Upload Bandwidth Set upload bandwidthsed for QoSneasured irkbps 10000
Download Bandwidth | Set download bandwidthaed for QoSneasured irkbps 10000
SpecifyPrimary DNS | Define primary IPv4 DNS server address used by the link. Null
SpecifySecondary DN{ Define secondary IPv4 DNS server address used by the link. Null
Debug Enable Click the toggle button to enable/disable this option. Enable debugging ON
information output.
Verbose Debug Enabl| Click the toggle button to enable/disable this option. Enable verbose | OFF

WAN

The deviceawill obtain IP automatically frn DHCP servavhen applyoDHCR &

Link Manager

- General Settings

Index [ 3 ]
Type [wan
Description | |
Connection Type | DHCP
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The window is displayeoelow when choosingStati& asconnection type

A General Settings

Index [3 ]

Type | WAN

Description [ ]

Connection Type [Static l

~ WAN Settings

Data Allowance [ 0

X

Billing Day |1

~ Static Address Settings

IP Address

Gateway

Primary DNS

—_—— e s
LS W GRS N

Secondary DNS

The window is displayed below when choosiRPPoEas connection type

» General Settings

Index

Description

[

Type [WAN
[
[

Connection Type

» WAN Settings

Data Allowance [CI l @

Billing Day [1 l @

» PPPoE Settings

Username [ l

Password [ l

Authentication Type [ Auto

PPP Expert Options [ l @
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I

Enable

Primary Server
Secondary Server
Interval

Retry Interval
Timeout

Timeout unit

Max Ping Tries

[ )
[ )
300 | ®
[5 | @
3 |®
(Second(s)
3 |®

NAT Enable

MTU

Upload Bandwidth
Download Bandwidth
Overrided Primary DNS
Overrided Secondary DNS
Debug Enable

Verbose Debug Enable

- Advanced Settings

| 1500 |
| 10000 | @

| 10000 |

| |
Lon
o

Link Settings (WAN)

Item Description Default

General Settings
Index Indicate ordinal of the list. -
Type Showtype of the link WAN
Description Enter a description for this link. Null
Connection Type Select fromdDHCE, dStati& or dPPPo& DHCP

Static Address Settings
IP Address Set IP address witNetmaskwhich can access the Internet. Null
IP address witiNetmask, e.9.192.168.1.1/24
Gateway Setgatewayaddressof the WAN port. Null
Primary DNS Set primary DN&ddress Null
Secondary DNS Set secondary DN##ldress Null
PPPOE Settings
Username Enter username provided by yolnternet Servicd’rovider Null
Password Enter password provided by yolnternet Service Provider Null
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Authentication Type |{ St SOG FTNR Yoral dAieé S at G K& € 20O f |Auto
PPP Expert Options | Enter PPPxpert options used for PPPoE dialifpu can enter some othel Null
PPHRdial stringdn this field. Each string can be separated by a semicolo
WAN Settings
Data Allowance Set monthly data traffic limitationThe system will record the data traffic | O
statistics when data traffic limitatio(MB) is specifiedl he traffic record
will be displayed imnterface > Link Manager > StatusMAN Data Usage
Statistics 0 means disable data traffic record.
Billing Day Secify monthly billing day The data traffic statistics will be recalculated | 1
from that day.
Ping Detection Settings
Enable Click the toggle button tenablédisablethe ping detectionmechanism, a | ON
keepalivepolicy of the device.
Primary Server The device will ping thigrimaryaddress/domain name to check if the 8.8.8.8
currentconnectivity is active.
Secondary Server The device will ping thisecondaryaddress/domain name to check if the | 114.114.11
current connectivity is active. 4,114
Interval Set ping interval 300
Retry Interval Set ping retry intervalMhen ping failed, the device will ping again every 5
retry interval.
Timeout Set ping timeout. 3
Timeout Unit Setping timeout unit. Second(s) or Millisecond(ms) Second
Max Ping Tries Set max ping triesSwitch to another link or take emergency actiothi 3
max continuous ping tries reached.
Advanced Settings
NAT Enable Clickthe toggle button to enable/disable the Network Address Translatii ON
option.
MTU Enter Maximum Transmission Unit. 1500
Upload Bandwidth Enter upload bandwidthsed for QoSneasured irkbps 10000
Download Bandwidth | Enter download bandwidthsed for QoSneasured irkbps 10000
SpecifyPrimary DNS | Define primary IPv4 DNS server address used by the link. Null
SpecifySecondary DN{ Define secondary IPv4 DNS server address for the link. Null
Debug Enable Click the toggle button to enable/disable this option. Enable debugging ON
information output.
Verbose Debug Enabl| Click the toggle button to enable/disable tluption. Enable verbose OFF
debugging information output.
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WLAN

The devicawill obtain IPaddressautomatically from the WLAN A#hen applieddDHCE as the connection typelhe
specific parameter configuratioof SSIOs shown below.

Link Manager

» General Settings

Index [4

Type [WLAN

Description [

< J N -

Connection Type [DHCP

» WLAN Settings

Ss5ID [muter ]

Connect to Hidden SSID Cm

Password [ ]

The window is displayed below when choosi€gatic as connection type.

» General Settings

Index [4

Type [WLAN

Description [

Connection Type [Static

H|H

v WLAN Settings

- Static Address Settings

IP Address

Primary DNS

[
Gateway [
[
Secondary DNS [

S M W i, —

Note:WLANO2 Yy SOl A2y (®PPOEd 2 ( & dzLJLJ2 NI £
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I

Enable

Primary Server

Secondary Server

[
[
Interval [300
Retry Interval [5
Timeout [3
Timeout unit [Second(s)
Max Ping Tries [3

» Advanced Settings

NAT Enable m:]
MTU | 1500
Upload Bandwidth | 10000
Download Bandwidth | 10000

Overrided Primary DNS

Overrided Secondary DNS

Debug Enable

Verbose Debug Enable

T

Link Settings (WLAN)

Item Description Default
General Settings

Index Indicateordinal of list. --

Type Show typeof the link WLAN

Description Enter a description for this link. Null

Connection Type Select fromdDHCE or dStatic. DHCP

WLAN Settings

SSID Enter 232 characters SStBat your device wants t@onnect SSID device
(Service Set Identifier) is the name of your wirelesisvork.

Connect to Hidden SSII Clickthe toggle button to enable/disable this optiokWhen the device OFF
works in Client mode and nestb connect to any access point which ha
ahiddenSSID, you need &nable this option.

Password Enter 863 characters password of the access ptinwvhich your device | Null
wants to connect.

Static Address Settings
RT23 SM_\1.1.0 16 Oct.2022 25/186




Robus$OS Software Manual

@ rcbustel

IP Address Enter IP addressith Netmaskwhich can access the Internet Null
e.g., 192.168.1.1/24.
Gateway Enter IP address difie Wi-Fi AP. Null
Primary DNS Set primary DN&ddress Null
Secondary DNS Set secondary DN&Idress Null
Ping Detection Settings
Enable Click the toggle button tenablddisablethe ping detectionmechanism, a| ON
keepalivepolicy of the device.
PrimaryServer The device will ping thigrimaryaddress/domain name to check if the | 8.8.8.8
current connectivity is active.
Secondary Server The device will ping thisecondaryaddress/domain name to check if the| 114.114.1
current connectivity is active. 14.114
Interval Set ping interval 300
Retry Interval Set ping retry intervaMhen ping failed, the device will ping again every 5
retry interval.
Timeout Set ping timeout. 3
Timeout Unit Setping timeout unit. Second(s) or Millisecond(ms) Second
Max PingTries Set max ping tries. Switch to another link or take emergency action if { 3
max continuous ping tries reached.
Advance Settings
NAT Enable Click the toggle button to enable/disable the Network Address Translg ON
option.
MTU Enter MaximumTransmission Unit. 1500
Upload Bandwidth Enter upload bandwidthsed for QoSneasured irkbps 10000
Download Bandwidth | Enter download bandwidthsed for QoSneasured irkbps 10000
SpecifyPrimary DNS Define a primary DNS server address used byitlke Null
Specify Secondary DNY Define a secondary DNS server address for the link. Null
Debug Enable Click the toggle button to enable/disable this option. Enable debuggin¢ ON
information output.
Verbose Debug Enable| Click the toggle button tenable/disable this option. Enable verbose OFF
debugging information output.
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Status

This page allows you to view the status of link connection and clear the monthly data usage statistics.

R

Index Link IP Address

Status

Status Uptime

1 WWAN1 Connected 0 days, 00:00:50 10.33.245.89/255.255.255.252

Click the rightmost button[Zlto select the connectiostatus of the current link.

Connect

Disconnect

Click the row of the link, and it will show the detail®rmationof the current link connection under the row.

N Link Status eee
Index Link Status Uptime IP Address
1 WWAN1 Connected 0 days, 00:00:03  10.33.245.89/255.255.255.252
Index 1
Link WWAN1
Status Connected
Interface wwan
Uptime 0 days, 00:00:03
IP Address 10.33.245.89/255.255.255.252
Gateway 10.33.245.90
MTU 1500
DNS 120.80.80.80 221.5.88.88
RX Packets 3
TX Packets 3
RX Bytes 656
TX Bytes 700

1 ———
RT23 SM_\L.1.0
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» WWAN Data Usage Statistics

WWAN1 Monthly Stats
WWAN2 Monthly Stats

Click [[EIZg button to cleanSIM1or SIM2monthly datausage statisticsDatastatisticswill be displayed only if
enable the Data Allowance functionlinterface > Link Manager > Link Settings > WWAN Settings > Data Allowance

A~ WAN Data Usage Statistics

WAN Monthly Stats

Click the[EIEag button to cleatWANmonthly data trafficusage statisticsDatastatisticswill be displayed only if
enable Data Allowance function Interface > Link Manager > Link Settings > WAN Settings > Data Allowance

3.2.2LAN

This section allows you to set the related parameters for the LAN port. Tigrdoe multiple Ethernet ports in the
device, andht least one LAN@t must be assigned as lamth its ortheir default IP 192.168.0.1/255.255.255.0.

Note:

1) R3000 Lite has only one Ethernet port which can only be assigned as LAN.
2) R2000 Lite has only one Ethernet port which can only be assigned as LAN.
3) R1510 Lite hasnly one Ethernet port which can only be assigned as LAN.

LAN

LAN Multiple IP Tagged VLAN Status

A~ Network Settings
Index Interface IP Address Netmask VLAN ID +
1 lan0 192.168.0.1 255.255.255.0 0 = X

»~ DHCP Static Lease Settings
Index Interface MAC P +

Note: The lan0 cannot be deleted.

You may clic4=to add a new LAN port or diXto delete the current LAN port. Now, dt [#] to edit the
configuration of the LAN port.
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~ General Settings

Index [1

IP Address [192.168.0.1

Netmask | 255.255.255.0

)
_— Interface (lan0
)
)
)

MTU [ 1500

General Settings @ IM

ltem Description Default
Index Indicate ordinal of list. --
Interface Show editing portThe lanl is available only if it was selected by one of lan0

ETH~ ETHhh in Ethernet > Ports > Port Settings
IPv4Address | SetlPaddress of theLAN port 192.168.0.1
Netmask SetNetmask of the.AN port 255.255.255.0
MTU Enter Maximum Transmission Unit. 1500

The window is displayed below when choosiGgrvet as the mode.

» DHCP Settings

Mode Server

IP Pool Start 192.168.0.2

Subnet Mask 255.255.255.0

<=
._.._.._.-

IP Pool End [192.168.0.100

~ DHCP Advanced Settings

Gateway

Primary DNS

WINS Server

Lease Time 120

© @

[
[
Secondary DNS [
[
[
Expert Options |

Debug Enable - OFF
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The window is displayed below when choosiRglag as the mode.

» DHCP Settings

Mode | Relay

DHCP Server For Relay | |

» DHCP Advanced Settings
Debug Enable Cm

LAN
ltem Description Default
DHCP Settings
Enable Click the toggle button to enable/disable the DHCP function. ON
Mode Select fromiServet or 6Relay. Server
Server: Lease IP address to DHCP clients whigh been
connecedto LAN port
Relay:The device can b& DHCFRelay, which will provide a relay
tunnel to solvethe problem that DHCP Client and DHCP Serve
arenot in the same subnet
IPv4Pool Start Define the beginning of the pool of IP addresses thatheilbasalto | 192.168.0.2
DHCP clients.
IPv4Pool End Define the end of the pool of IP addresses that bélleased to DHCP | 192.168.0.100
clients.
Subnet Mask Define thesubnet maskof the IP address obtained by DHCP clients| 255.255.255.0
from the DHCP server.
DHCP Server for Relal Enter the IP address tiie DHCP relay server. Null
DHCP Advanced Settings
Gateway Definegateway addresassigned by the DHCP server to the clients, Null
which must be on the same network segmesthe DHCP address
pool.
Primary DNS Define primary DNServeraddressassigned by the DHCP server to { Null
clients.
Secondary DNS Define secondary DNS senasfdressassigned by the DHCP server t{ Null
the clients.
WINS Server Define Windowdnternet Naming Servicebtained by DHCP clients | Null
from DHCP sev.
LeaseTime Setleasetime in which the client can use the IP address obtained f| 120
the DHCP servemeasured in seconds.
Expert Options Enter some other options dhe DHCP server in this field. Null
format: configdesc;configdesc, e.glog-DHCP;quieDHCP
Debug Enable Click the toggle button to enable/disable this option. Endbl¢CP OFF
information output.
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-~ DHCP Static Lease Settings
Index Interface MAC 1P +

Youcanclick % to add a newMAC and IP from the pepp window in DHCP Static Lease Settings.

» General Settings
Index [ 1 ]
Interface [ lan0
MAC [ ] ®
P [ ] ®
LAN
ltem Description | Default
GereralSettings
MAC Enter MAC address for static lease. NULL
IP Enter IP address for static lease. NULL
Multiple 1P

A Multiple IP Settings
Index Interface IP Address Netmask +

You may clic<=to add a multiple IP to the LAN port or & Xto delete the multiple IP of the LAN port. Now, klic
[#] to edit themultiple IP of the LAN port.

» IP Settings

Index [ 1 ]
Interface [IanD
IP Address [ ]
Netmask [ ]
IP Settings
Item Description Default
Index Display index list. --
Interface Show editing port. --
IP Address Set IPaddresses of the LAN port Null
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IP Settings
Item Description Default
Netmask St Netmask of the LAN port. Null

Tagged VLAN

A~ VLAN Settings

Index Enable Interface VID IP Address Netmask +

You may clic4to add a VLAN to the LAN port or kX to delete the VLAN of the LAN port. Now, k [ to edit
the VLAN of the LAN port.

Tagged VLAN

A VLAN Settings

Index [ 1 }

Enable m:]

Interface [lan0
viD | 100 }

IP Address | }
Netmask | }

VLAN Settings

Item Description Default
Index Display index list. -
Enable Click the toggle button to enable/disable the Tagy&d\N function. ON
Interface Show editing port. -

VID Set VLAN ID ofie LAN port. Values range from 1 to 4094 100

IP Address Set IPaddress of thevVLAN. Null
Netmask Set Netmask of the/LAN Null
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Status

Thissectionallows you to viewhe status ofthe LAN connection.

» Interface Status
Index Interface IP Address MAC Address
1 lan0 192.168.0.1/255.2... 34:FA:40:1A:1F:1E v

» Connected Devices

Index IP Address MAC Address Interface Inactive Time
1 192.168.0.73 00:EQ0:4C:10:00:57 lan0 Os A4

~ DHCP Lease Table
Index IP Address MAC Address Interface Expired Time
1 192.168.0.73 00:e0:4c¢:10:00:57 lan0 0 days, 01:44:10 v

Click the row of status, the details status information will be displayed under the row.

A Interface Status

Index Interface IP Address MAC Address
1 lan0 192.168.0.1/255.2... 34:FA:40:0B:68:AC
Index 1

Interface Ilan0
IP Address 192.168.0.1/255.255.255.0
MAC Address 34:FA:40:0B:68:AC
RX Packets 14470
TX Packets 12759
RX Bytes 2849614

TX Bytes 10657230

» Connected Devices

Index IP Address MAC Address Interface Inactive Time
1 192.168.0.73 00:E0:4C:10:00:57 lan0 Os N
Index 1

IP Address 192.168.0.73

MAC Address 00:E0:4C:10:00:57

Interface lan0

Inactive Time Os

]
RT23 SM_\1.1.0 16 Oct.2022 33/186



RobusOS Software Manual @ f@bUSte|

~ DHCP Lease Table

Index IP Address MAC Address Interface Expired Time
1 192.168.0.73 00:e0:4c:10:00:57 lan0 0 days, 01:44:10 N
Index 1

IP Address 192.168.0.73

MAC Address 00:e0:4c:10:00:57

Interface lan0

Expired Time 0 days, 01:44:10

3.2.3Ethernet

This section allows you to set the related parameters for Ethernet. Thayebemulti-Ethernet portsin the device
The ETH the devicecan be configured as either a WAN port or LAN port, wdther Ethernet port(stan only be
configured as LAN port$he default settings ddll Ethernet portsaarelan0 and their default IP is
192.168.0.1/255.255.255.0.

Note:

1) R2®MO0 Dual cansupplypowerto the behind device viBTH1~ETH4(enable the POE in Ports settings)
2) R3000 Lite has only one Ethernet port which can only be configured as LAN.

3) R2000 Lite has only one Ethernet port which can only be configured as LAN.

4) R1510 Litdnas only one Ethernet port which can only be configured as LAN.

» Port Settings

@

Index Port Port Assignment Port Enable
1 eth0 lan0 true E
2 ethl lan0 true E
3 eth2 lan0 true E
4 eth3 lan0 true 7

Click [#] button of ethO to configure its paramets, and modify the port assignment parameters of eth0 in the
pop-up window.
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» Port Settings

Index [ 1 ]
Port [ethO
Port Assignment [IanO @

Port Enable m:] @

Port Speed [Auto Negotiation

Note:
(1) R2000 Series/R3000 Quad not support "Port Enable".
(2) OnlyR3000 Series support specify port speed.

Port Settings
ltem Description Default
Index Indicate ordinal of list. --
Port Show editing port, readnly. -

Choose Ethernet port type, such agAN port orLAN port. When setting the
Port Assignment port as a LAN port, you can clickthedi®2 gy t Aad G2 &Sflan0

af 1
Port Enable Enable or disable the port. ON
Fort Speed Specifyport speed. Auto .
Optional Negotiation
PoEEnable Click to enabl®r disablethe ROE function Whenthe PoE functionis enabled, ON
(Optional) it will connect the POE voltage.

»~ Advanced Settings

SFE Fast ©)

AdvancedSettings
Item Description Default
SFE Fast Click the toggle button to enable/disable this feature. OFF
SFE Fast can increase the ethernet port rate, but it affec& Q

Note: Only R5020 support "SFE Fast ".
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Status

Thissectionallows you to viewhe status ofthe Ethernet connection.

Index Port Link
1 eth0 Down A\ ¥ 4
2 ethl Down \ V4
3 eth2 Down v
4 eth3 Down v
5 eth4 Down v

Click the row of status, the details status information will be displayed under the row. Please refer to the screenshot
below.

A Port Status

Index Port Link
1 eth0 Down v
2 ethil Down v
3 eth2 Down v
4 eth3 Down v
5 ethd Down N
Index 5
Port eth4
Link Down
3.2.4Cellular

This section allowgouto set therelated parameters o€ellularThe devicénasl or2 SIM card slots.

Cellular Status AT Debug

» Advanced Cellular Settings

Index SIMCard Phone Number Network Type Band Select Type

1 SIM1 Auto All [#
2 SIM2 Auto All [#

Clik [# onthe right-mostof SIM 1to edit the parameters.
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A General Settings

Index

SIM Card

Phone Number

wn
—
=
=
B
- o J J S Jii —

[
|
[
[
MCC+MNC Code [
[
[
[

PIN Code ®

Extra AT Cmd ®

Telnet Port |0 @

Waiting For Update APN S0 @

Band Select Type [AII ®

» Advanced Settings
Debug Enable m:]

Verbose Debug Enable
Timeout For Network Registration [D ] @
Preferred Using CID3 ®
Custom APN LIST Enable m:] ®

¢KS @gAYR2¢ A& RAA&LY | SHKRSR adtiRlhaddselestipf.y OK22aAy 3 a

Note:
1) There may be some differences in Band Setting to the different cellulamodules

» Cellular Network Settings

Network Type [Auto @

Band Select Type [Specif'g,.f @
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GSM 850
GSM 900
GSM 1800 [_m
GSM 1900 - OFF
WCDMA 800 - OFF
WCDMA 850
WCDMA 900 - OFF
WCDMA 1900 m
WCDMA 2100 - OFF
WCDMA 1700 [—m
LTE Band 1
LTE Band 3 - OFF
LTE Band 5 - OFF
LTE Band 7 - OFF
LTE Band 8 m
LTE Band 20 - OFF

» Advanced Settings

Debug Enable

Verbose Debug Enable OFF

s

Timeout For Network Registration

=]

| ®

Preferred Using CID3 @
Custom APN LIST Enable m:] ®
Cellular
Item Description Default
General Settings
Index Indicateordinal of list. --
SIM Card Show currently editing SIM card. SIM1
Phone Number | Enter phone number of the SIM card. Null
PIN Code Enter a 48 characters PIN code used for unlocking the SIM. Null
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Cellular
Item Description Default
MCC+MNC Code| Enter 56 digits and semicolon endings must be uddsked to lock the device cal Null
only use the specified carrier SIM card
Extra AT Cmd EnterAT commands used for cellular initialization. Null
Telnet Port Specify thePort listeningof telnet service, used for AT over Telnet. 0
Waiting For The time interval for automatically updating the APN after connecting to the | 90
Update APN network. Unit: second
The modem needs to support automatic upd®eN featuree.g: HL7618RD
CellularNetwork Settings
Network Type Select the cellular network type, which is the network access o&kdect from | Auto
G! dziz2é3 dauD hyfteés aGuD CANRGEZ GolD
Auto: Connect to the bestignalnetwork automatically.
2GOnly: Only the 2G network is connected
2G First: Connect to the 2G Netwgmieferentially.
3G Only: Only the 3G network is connected
3G First: Connect to the 3G Netwgmieferentially.
4G Only: Only the 4G network is connected
4G First: Connect to the3tNetworkpreferentially.
Note:
1) There may be some different optional network types due to the different
cellular moduls.
2) | f XéGCharacter in the menu for help to see the details.
Band Select Type| Select froma | brid § LIS §duTn@yehdosecertain bandsf choosing All
OSpecify.
Advanced Settings
Debug Enable Click the toggle button to enable/disable this option. Enable debugging ON
information output.
Verbose Debug | Click the toggle button to enable/disable this option. Enal@ebose debugging | OFF
Enable information output.
Timeout For . . . . : 0
Network The timeout is required for the module to register to the network. Unit: secon
: . 0 means the default setting is used.
Registration
Preferred Using | Click the toggle button tenable/disable this optionEnable using APN3 to acce OFF
CID3 the Internet. Some operators need to use APN3 to access the Internet normé
just like Verizon and it can be turned on if necessary
QustomAPNLIST | Click the toggle button to enable/dibke this option. Enable Custom APN LIST| ON
Enable feature
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Status

This section allows you to view the status of the cellular connection.

Cellular Status AT Debug

Index Modem Status Modem Model IMSI Registration
1 Ready RM500U-CN 46001829621 Registered

Click the row of status, detailill be displayed under the row.

Cellular Status AT Debug

Index Modem Status Modem Model IMSI Registration
1 Ready RM300U-CN 460018296210 Registered
Index 1

Modem Status Ready
Modem Model RM500U-CN
Current SIM  SIM1
Phone Number
IMSI 460018296210
ICCID 8986012180238437
Registration Registered
Network Provider CHN-UNICOM
Network Type 5G
Band 1
PLMN ID 46001
Local Area Code A507
Cell ID 1476286
IMEI 868227050436013

Firmware Version RM500UCNAARO1A12M2G_01.001.01.001

EC/IO 0 dBm

Status
Item Description
Index Indicate ordinabf list.
Modem Status Shaw status of radio module.
Modem Model Showmodelof radio module.

1 ———
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Status

Iltem

Description

Current SIM

Show SIM card that yowleviceis using.

Phone Number

Show phone number of current SIM.
Note: This option will be displayedahteredmanuallyin Cellular>SIM1/ SIM2>
GeneralSettings >Phone Number

IMSI

Show IMSI number of current SIM.

ICCID

Show ICCID number of current SIM.

Registration

Show current networlstatus

Network Provider

Show name ofthe Network Provider.

Network Type Showcurrent network service type, e.g., GPRS.
5GArchitecture Show current 5G type. SA or NSA. This option is only displayed on 5G products
Band Show band of the current network.

Signal Strength

Show signal strengtifOnly valid fo2/3/4G network, please refer to RSRP for 5G
network)

RSRP Show Reference Signal ReeeiPower value(Only valid for 4G or 5@etworks)
RSRQ Show Reference Signal Received Quality vualy valid for 4G or 5@etworks
PLMN ID Showcurrent PLMN ID.
LocalArea Code Showcurrent local area code used for identifyitige different areas
CelllD Showcurrent cell ID used fdocatingthe device.
IMEI Show IME(International Mobile Equipment IdentityjJumber of the radio module.
Firmware Version Showcurrent firmware version of cellular module.
INR Show signal to interference plus noise ratio. (Only for 4G network or 5G networ|
Physical Cell ID ShowPhysical Cell ID.

AT Debug

This section allows you tio the AT Debug.

AT Debug

» AT Debug

Command
Result
AT Debug
Item Description Default
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AT Debug
Item Description Default
Command Enter AT command that you want to sendthe cellular module in this Null
text box.
Result Show AT command responded tine cellular module in this text box. Null
m Click the button to send AT command. -

3.2.5Wi-Fi

This section allows you to configure the parameters of tweFiWhodesThe devicesupportsboth WiFi AP or Client
modes anddefaultsas AP.

Wi-Fi AP

Configure Device as Wi AP
Clickdinterface > W4Fi > WiFi, selectdAP as the mode and cliadSubmit.
2.4GHz WFI Only

WiFi Access Point Advanced ACL Status

» General Settings

Mode AP n ®@
Region [SE ] @
2.4GHz and 5GHzi\NM
WiFi Access Point 2.4G Access Point 5G Status

»~ General Settings

Mode (AP ®@

Region [SE ] ®

Note:
1) Please cliclsave& Apply > Rebootafter finishingthe configuration, then the change will take effect
2) Only R2110 and R5020 support 2.4GHz and 5GHz.
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Access Point AG

Click theAccess Point 2Gcolumn to configure the parameters of Wi AP. By default, the security mode is set as
G5Aalkof SRéED

» General Settings

Enable - OFF

Wireless Mode [11bgn Mixed
Bandwidth [20MHz @
Channel [auto ®

SSID [RBT—834A—2.4G ]

Broadcast SSID m:]

Security Mode [Disabled @

¢KS 6AYR2¢6 Aad RAALI | e6SEBNDBBYR®BE sKBYIRSTIaSPENKEE! Y2RS

- General Settings

Enable - OFF

Wireless Mode [11bgn Mixed
Bandwidth [20MHz ®@
Channel [auto @

SSID [RBT—834A—2.4G ]

Broadcast SSID m:]

Security Mode [ WPA-Personal ©)
WPA Version [Auto
Encryption  [AES

PSK Password | sssssssse | ®
|

Group Key Update Interval [3600
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¢tKS gAYR26 A& RAALIIFIEBSR 0Sfawdes KAES aSidAay3a a29t¢é |

» General Settings
Enable - OFF

Wireless Mode [llbgn Mixed
Bandwidth [ 20MHz ®@
Channel [auto ®

SSID [RBT—834A—2.4G ]

Broadcast SSID m:]

Security Mode [WEP ®
WEP Key [..uuuuu ] ©)
General Settings @ Access Point 2.4G
ltem Description Default
Enable Click the toggle button to enable/disable the ¥Aliaccess OFF
point option.
Wireless Mode { St SO0 FTNRBY ammo3dy aAESRE Z|1lbgn Mixed
2yt ecod
- 11bgn Mixed: mix three protocols for backward
compatibility

11b only: IEEE 802.11b, 11 Mbps

11g only: IEEE 802.11g, 54 Mbps

11n only: IEEE 802.11n, 450 Mbps
The channel that different bandwidths can choose is as
follows.

Auto: Thedevice will scan all frequency channels until {

best one is found.

The frequency of 1~13 channels of 20MHz bandw

available channel:

1¢2412 MHz

2¢2417 MHz

3¢2422 MHz
Channel 4¢2427 MHz Auto
5¢2432 MHz
6¢2437 MHz
7¢2442 MHz
8¢2447 MHz
9¢2452 MHz
10¢2457 MHz
11¢2462MHz
12¢2467 MHz
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General Settings @ Access Point 2.4G

Iltem

Description

Default

13¢2472 MHz
The frequency of 1~13 channels of 40MHz bandwidth
available channel:
1¢2412 MHz
2¢2417 MHz
3¢2422 MHz
4¢2427 MHz
5¢2432 MHz
6¢2437 MHz
7¢2442 MHz
8¢2447 MHz
9¢2452 MHz
10¢2457 MHz
11¢2462 MHz
12¢2467 MHz
13¢2472 MHz

SSID

Enter SSID (Service Set Identifier), the name of your wirelg
network. The SSID of a client and the SSID of the AP must
identical for the client and AP to be able to communicate w
each other. Enter 1 to 32 characters.

RBTXXXX.4G

Broadcast SSID

Click the toggle button to enable/disable the SSID being
broadcast. When enabled, the client can scan your SSID.
When disabled, the client cannot scan your SSID. If you ws
to connect to the device AP, you needn@nuallyenter the
SSID of the device AR the WiFi client side.

ON

Security Mode

{ St SO0 G5AACNBRENEI 6éGa2MNI a2 9
Disabled: The user can access theRiWvithout a
password

Note: It is strongly recommended for security purposes tha

you do not choose this kind of mode.

WPApersonal WiFi access protection. Only one
password is provided for identity authentication

WEP: Wired Equivalent Privacy provides encryption fo
gANBt Saa RSOAOSQa RIEGE

Disabled

WPA Version

{ St SOG FTNRBY a!dzizés az2t! é
- Auto: Devicewill automatically choose the most suitable
WPA version
WPAZ2 is a stronger security feature than WPA

Note: Only R151x/R201x support WPAS3.

Auto

RT23 SM_\L.1.0

16 Oct.2022

45/186



Robus$OS Software Manual

@ rcbustel

General Settings @ Access Point 2.4G

Iltem

Description

Default

Encryption

{StSOG FTNRY dac¢cYLté 2N a! 9{

uses a wirelessonnection. TKIP encryption can be use
for WPAPSK and WPA 802.1x authentication

be used for CCMP WH?SK and WPA 802.1x
authentication. AES is a stronger encryption algorithm
than TKIP
Note: The gcurity mode will affect the wireless
communication rate. Different wireless modes support

neither WEP security mode nor the T&tgorithm. If they are
used, the wireless communication rate witluee to 54Mbps

TKIP: Temporal Key Integrity Protocol (TKIP) encryptic

AES: AES encryption uses a wireless connection. AES

different encryption modes. For example, 802.11n supports

(802.11g mode). It is recommended to select AES in 802.1

Auto

mode.
PSK Password Enter Preshare key password. Enter 8 to 63 characters. Null
Group Key Update Interval Enter the time of group key renewal. 3600
WEP Key Enter WEP key. They length should be 10 or 26 Null

hexadecimal digits depending on which WEP key is used,
digits or 128 digits.

» Advanced Settings

Max Associated Stations | 64 ]
Beacon Interval [100 ] ®@
DTIM Period [2 ] ®
Channel Width [ Auto ®@

Enable Short GI m:] ®
Enable AP Isolation - OFF ®

Debug Level [None

Advanced Settings @ Access Point 2.4G

ltem

Description

Default

Max Associated Stations

Set the max number of clients allowedtoO OS&aa G KS

(Value 0 means without limitation)

RO

Beacon Interval

Set the interval of time in which the device AP broadcasts a beaq 100

which is used for wireless network authentication.

DTIM Period

Set delivery traffic indication messageriod, and the device AP wil 2

multicast the data according to this period.
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Advanced Settings @ Access Point 2.4G
Item Description Default
ChanneWidth Selectdevicechannelwidtha v n al T ¢ 2NJ ann alAuto
Note: 40 MHz channel width provides twice the data rate
available over a single 20 MHz channel; the data tremnsdite
of 80MHz bandwidth is 4 times greater than that of a single
20Mhz bandwidth.
Enable Short Gl Click the toggle button to enable/disable the Short Guard Interva| ON
option. Short Gl is a blank time between two symbols, providing &
long buffer tme for signal delayJsing the Short GI would increase
11% in data rates, but also result in higher packet error rates.
Enable AP Isolation Click the toggle button to enable/disable the AP isolation option. | OFF
When enabled, the device will isolate edinnected wireless devices
The wireless devices c@access each other.
Debug Level {StSOG TNRY aOSNDb2aSé€>X & RSO0 dz3 none
Gy2yS¢o

ACL Mode [Accept @
ACL Settings @ Access Point 2.4G
Item Description Default
Enable ACL Click thetoggle button to enable/disable this option. OFF
ACL Mode { St SOG a! OOSLIi ¢ 2NJ a5Syeéo Accept

I OOSLIiY hytfteée (GKS LI O1Sda FAad

[A&iGé OFy 68 Itft268R

58yeyY !ff GKS LI O1SGa FAGAAY

[ A &G édesigdf £ o
NoteY ¢ KS RSOAOS
] 2yGNBE [AAGE

S
S
Oly 2yte Ltt2s
l.:.l

§ 2yS UAYSO®

» Access Control List
Index Description MAC Address +

Clict+ to add a MAC address to the Access Control Thst.maximum count for MAC addresse84s
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Access Point 2.4G

~ Access Control List

Index [ 1 ]

Description [ ]

MAC Address [ ]

Access Control List @ Access Point 2.4G
Index Indicate ordinal of list. --
Description Enter a description for this access control list. Null
MAC Address Add a MAC address here. Null

Access Point 5G

Click theAccess Point 5€@olumn to configure the parameters of Wi AP. By default, the security mode is set as
G5Aalkof SRéED

-~ General Settings

Enable
Wireless Mode [11an
Bandwidth [20MHz ®@
Channel (36 €)
SSID  |RBT-834A-5G ]
Broadcast SSID m:]
Security Mode | Disabled ®@

¢

¢tKS gAYR2g Aa AALX | eSEBNBSYRDE o KEYIBRS a8 QPENKER! Y2RS
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- General Settings

Enable - OFF

Wireless Mode

[
Bandwidth [ 20MHz @
Channel [36 ®
SSID  |RBT-834A-5G ]

Broadcast SSID m:]

Security Mode

WPA Version

PSK Password

[

[
Encryption  |AES

[

[

Group Key Update Interval

¢t KS

GAYR2 6

Ad RAALIX I ESR 0St2¢ wKSy aSdday3

»~ General Settings

Enable - OFF

Wireless Mode

[
Bandwidth (20MHz ®
Channel (36 ®@
SSID |RBT-834A-5G ]
BroadcastssID [
Security Mode | WEP g] @
WEP Key [essesseseeee | ®@

a29t ¢

General Settings @ Access Point 5G

Item Description Default
Enable Click the toggle button to enable/disable the ¥liaccess OFF
point option.
Wireless Mode {StSOG FTNRY dammlyés 2N Gmwm
- 11an: Compatible IEEE 802.11a, 54 Mbps and IEEE
802.11n, 300Mbps 1lan

1la/an/ac: Compatible IEEE 802.11a, 54 Mbps,
IEEE802.11n 300 Mbps and 802.11ac, 867 Mbps
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General Settings @ Access Point 5G

Iltem

Description

Default

Bandwidth

{StSOG FTNRY dunalléx annal
Note: 40 MHz channel width provides twice the data rate

available over a single 20 MHz chahrike data transfer rate
of 80MHz bandwidth is 4 times greater than that of a single
20Mhz bandwidth.

20MHz

Channel

The optional channels for bandwidths are as below.
The frequency of 36~165 channels of 20MHz bandwidt
available channels:

36¢5180 MHz
40¢5200 MHz
44¢5220 MHz
48¢5240 MHz
149¢5745 MHz
1535765 MHz
157¢5785 MHz
161¢5805 MHz
165¢5825 MHz
The frequency of 36~165 channels of 40MHz bandwidt
available channels:
36¢5180 MHz
40¢5200 MHz
44¢5220 MHz
48¢5240 MHz
149¢5745 MHz
1535765 MHz
157¢5785MHz
161¢5805 MHz
165¢5825 MHz
The frequency of 36~165 channels of 80MHz bandwidt
available channels:

36¢5180 MHz

40¢5200 MHz

44¢5220 MHz

48¢5240 MHz

149¢5745 MHz

1535765 MHz

157¢5785 MHz

161¢5805 MHz

165¢5825 MHz

Note: Allavailable channels of 5GHz-¥Alion different

bandwidths are listed above. Web parameters should be

configured due to the different available channels in differe
countries and areas.

36
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General Settings @ Access Point 5G

Iltem

Description

Default

SSID

Enter SSID (Service Set Identifier), the name of your warelg
network. The SSID of a client and the SSID of the AP must
identical for the client and AP to be able to communicate w
each other. Enter 1 to 32 characters.

RBTXXX>6G

Broadcast SSID

Click the toggle button to enable/disable the SSID being
broadcast. When enabled, the client can scan your SSID.

WPApersonal: WiFi access protection, only one
password igprovided for identity authentication

WEP: Wired Equivalent Privacy provides encryption fo
gANBEt Saa RSOAOSQa RIGE

When disabled, the client cannot scan your SSID. If you wi ON

to connect to the device AP, you needn@nuallyenter the

SSID of the device AP on the-Fclient side.

Security Mode { St SOBABMBDY SRERNEREYL ¢35 2NJ

Disabled: The user can access theRiWvithout a
password

Note: It is strongly recommended for security purposes tha

you do not choose this kind of mode. Disabled

WPA Version

{StSOG FTNRY da!dziz2z¢s azt! €
Auto: Device will choose automatically the most suitab
WPA version
WPAZ2 is a stronger security feature than WPA

Auto

Encryption

{StSOG FTNRY dac¢cYLté 2N a! 9{
- TKIP: Temporal Key Integrity Protocol (TKIP) encryptic
uses a wireless connection. TKIP encryption can be us
for WPAPSK and WPA 802.1x authentication
AES: AEShcryption uses a wireless connection. AES ¢
be used for CCMP WHZSK and WPA 802.1x
authentication. AES is a stronger encryption algorithm
than TKIP
Note: The security mode will affect the wireless
communication rate. Different wireless modes support
different encryption modes. For example, 802.11n supports
neither WEP security mode nor the T&lgorithm. If they are
used, the wireless communication rate will reduce to 54Mb
(802.11g mode). It is recommended to select AES in 802.1
mode.

AES

PSK Passrd

Enter Preshare key password. Enter 8 to 63 characters.

Null

Group Key Update Interval

Enter the time of group key renewal.

3600

WEP Key

Enter WEP key. The key length should be 10 or 26
hexadecimal digits depending on which WEP key is used,

digits or 128 digits.

Null
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Max Associated Stations [O ] @

Beacon Interval [ 100 ] @

DTIM Period [2 ] ®@

RTS Threshold | 2347 | ®

Fragmentation Threshold [2346 ] @
Transmit Power [Max

Enable WMM

Enable Short GI

Enable AP Isolation

Debug Level

Advanced Settings @ Access Point 5G

Iltem

Description

Default

Max Associated Stations

{SG GKS YIFIE ydzyroSNI 2F Ot ASyiia
(Value 0 means without limitation)

0

Beacon Interval

Set the intervabf time in which the device AP broadcasts a beacq
which is used for wireless network authentication.

100

DTIM Period Set delivery traffic indication message period and the device AP | 2
multicast the data according to this period.
RTS Threshold { SHNBfdzSad (G2 aSyRé GKNBaKz2ft Rd 2347

the device AP will not send a detection signal before sending datf
And when the threshold is set as 0, the device AP will send a
detection signal before sending data.

Fragmentation Thrd®ld | Set fragmentation threshold of a Wi AP. It is recommended that | 2346
you use the default value 2346.

Transmit Power {StSOG FTNRY dal EEs a1 ATKEZ & a Max

Enable WMM Click the toggle button to enable/disable the WMM option. ON

EnableShort Gl Click the toggle button to enable/disable the Short Guard Interva| ON

option. Short Gl is a blank time between two symbols, providing &
long buffer time for signal delaylsing the Short Gl would increase
11% in data rates, but also result in higlpeccket error rates.

Enable AP Isolation

Click the toggle button to enable/disable the AP isolation option.
When enabled, the device will isolate all connected wireless devi
The wireless devicasinnotaccess each other.

OFF

Debug Level

Selectfromd GSNDH24Sé> GRSO0dzAES AGAYTF

G4y2ySéo

none
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Enable ACL - OFF

ACL Mode [Accept @
ACL Settings @ Access Point 5G
Item Description Default
Enable ACL Click the toggle button to enable/disable this option. OFF
ACL Mode { St SOG FTNRBY da! OOSLIié¢ 2NJ a5Sye ¢ Accept
Accept: Onlyi KS LJ- 01 Sida FAGOAYTI (K
[Aaté OFy oS Itft26SR
58yey !ff GKS LI O1SGa FAGAGAY
[Aalé oAff 06S RSYASR
Note: The device can only allow or deny devices that are included i
G! 0O0Saa We2 yraiNey § AlBA YS
~ Access Control List
Index Description MAC Address +

Clict4=to add a MAC address to the Access Control Tligt.maximum count for MAC addresse84s

~ Access Control List

Index [1 ]

Description [ ]

MAC Address [ ]

Access Control List @ Access Point 5G

Index Indicate ordinal of list. --
Description Enter a description for this accessntrol list. Null
MAC Address Add a MAC address here. Null
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Status

This section allows you to view the status of AP.

WiFi Access Point Advanced ACL Status

» AP Status

Status COMPLETED

Channel 1

Channel Width 20 MHz

MAC Address 34:FA:40:0E:F7:94

» Associated Stations
Index MAC Address IP Address Name Connected Time Signal

Note: WiFi is off by default. Follow the steps below to enable it and set the deviceFasMent.
Wi-Fi Client

Configure Devicas WiFi Client
Clickinterface > WiFi>WiEi a4 St SOG a4/t ASy(é¢ Ia GKS Y2RSI FyR NB3IFL
YR GKSYy OftAO| a{dzdYAléod

» General Settings

Mode [Client ®@
Client Band [2.4G ®@
Region [SE ]@
l'YR GKSYy | a2[!bé¢ O2ftdzyy gAff | LIISFNI dzyRSNJ i KS LyiS

»~ WLAN Status

-

Status Disconnected

Interface
Link Manager Uptime
LAN
Ethernet IP Address
Cellular
Gateway
WiFi
DNS
DIDO MAC Address

Serial Port

Fhanaal
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Clickinterface > LinkManager > Link Settingsnd click the edit button of WLAN, then configure its related
parameters.

SSID [ router ]

Connect to Hidden SSID - OFF

Password [ ]

Clickinterface > WLANo configure the parameters of Wi Client after setting the mode as Client. Please remember
to clickSave & Apply > Reboatfter finishing the configuration, so that the configuration can take effect.

. 2222220
~ WLAN Status

Status Connected

Uptime 0 days, 00:00:17
IP Address 192.168.1.128/255.255.255.0
Gateway 192.168.1.253
DNS 172.16.0.1 202.96.209.6

MAC Address 00:23:a37:34:13:e4
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3.2.7USB

This section allows you to set th&SBparameters.The USB interface of the device can be used for firmware
upgrades and configuration upgrades.

» General Settings

Enable USB m:]

Enable Automatic Upgrade

Key

Thissectionallows youo generate the key fothe USB.

BT -

USB Automatic Upgrade Key

General Settings @ USB

Item Description Default
Enable USB Click the toggle button to enable/disable the USB option. ON
Enable Automatic Click the toggle button to enable/disable this option. Enablautomatically | OFF
Upgrade update the firmware of the device when inserting a USB storage device w
device firmware.
Key
Item Description Default

USB Automatic Updat

Key Clid<to generate a key, and dh'to download the key.

Note: In the process ofJSB auto upgrade, when using the USB -angigrade function, when the running light
appears, it means the upgrade is in progress. When the running light stops and the USR light is on, it means
upgrade is complete. After upgrading, the device will netare automatically. If there is no running light effect, it
means that there is an abnormality, and it does not enter into the automatic upgrade process

3.2.8DI/DO

This section allows you to set tld/DOparameters.The DI interface can be used taggeringthe alarm, while the
DO can be used for controlling the slave device to realizetirmalmonitoring.
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DI

I

Index Enable Mode Inversion

1 false ON-OFF false e

Click the rightmost[#] button of Dlindex 1 as belowl'he window is displayed belomhenthe default mode is
0ON-OFE.

» General Settings

Index [1 ]
Enable Cm
Mode [ON-OFF B

Alarm On Content [f-‘n.larm on ]

Alarm Off Content [f-‘n.larm Off l

1 ———
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» General Settings

Index |1 |

Enable [_m
Mode [Counter

Inversion
Threshold Value |0 |
Alarm On Content | Alarm On |
Alarm Off Content | Alarm Off |

General Settings @I
ltem Description Default
Index Indicate ordinal of list. --
Enable Click the toggle button tenable/disablethe digital input function. OFF
Mode { St SO DONF G®BrCodnteg ® ONOFF
ONOFFAlarm mode can be triggered at the DI acd@dsOFF
Counter Event counter mode
Inversion The count is divided into a rising edge count of the level or a falling edge | OFF
count. If the current rising edge count, the reverse edgeesfalling edge
count.
Threshold Value | The threshold value is a unique parameter when the mode is counted. Se| 0
threshold value to trigger the DI alarm when the count value reaches the
threshold value.
Alarm On Content | Show content when thealarm is on. Alarm On
Alarm Off Content | Show content when the alarm is off. Alarm Off

Note: It defaultsto a high alarm while turing to a low alarm after enabling théinversioi button.

DO

A DO Settings

DO

Index Enable Alarm On Action Alarm Off Action Initial State Alarm Source
1 false High Low Last DI1 Alarm 7,
Clik [#] to enter the DGndex 1, theconfiguration window ishown below.
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A~ General Settings

Index (1 ]
enavle [ XEH
Alarm On Action  [High
Alarm Off Action [Low
Initial State [Last
pelay [0 | ®
Hold Time |0 | ®
Alarm Source  (DI1 Alarm

¢tKS gAYR26 A& RAALX IRUSR 0Bl erfheatiGny OK22aAy3a a

» General Settings

Index |1 |
Enable

Alarm On Action [Pulse

Alarm Off Action [Low

Initial State [Last
Delay |0 | @
Hold Time [0 | ®
Low-level Width | 1000 | @
High-level Width | 1000 | @

Alarm Source [DI1 Alarm
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» General Settings

Index

E ]

Enable

Alarm On Action [Higf‘
Alarm Off Action [F'ulse
Initial State [Last
Delay [D ] ©)
Hold Time [D ] ©)
Low-level Width [ 1000 | @
High-level Width | 1000 | @
Alarm Source [DIl Alarm

@ rcbustel

o

General Settings @O

Item Description Default
Index Indicate ordinal ofist. --
Enable Click he toggle button toenablddisablethis DO. OFF
Alarm On Action Digital Outputinitiates when there is an alarnj. S f S O (i $IRHE LoWBor High
Gt dzf 4S¢d
High a highelectrical levebutput.
Low. a lowelectrical levebutput.
Pulse: Generates a square wave as specified in the pulse mode parameters
triggered.
Alarm Off Digital Outputinitiates when the alarm iemowed.{ St S O $iRrE LokBor ¢ Low
Action Gt dzf 4S¢
High a highelectrical levebutput.
Low: a lowelectrical levebutput.
Pulse: Generates a square wave as specified in the pulse mode parameters
triggered.
Initial State Specify the Digital Output status when powdon.{ St S O i $&¢t Hiy®or ( Last
oLowe @
Last: D@ status will consisif the status othe last power off
High DO interface is in high electrical level
Low:. DO interface is in low electrical level
Delay Setdelay time for DO alarm statip.¢ KS FANER G Lldzt &S oAt € |0
(unit: 200ms) Enterfrom 0 to 3000 (O=generate pulse without delay).
Hold Time Set hold time of DO statuglarm On Action/Alarm Off ActignWhen the action time| 0
(unit: s) reachesthis specified time, DO will stop the action. Erfremm 0 to 3000 seconds.
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General Settings @O
Item Description Default
(O: keep on util the next action)
Lowlevel Width | Setlow-level width. It is gailable when enabigPulseasd ! f I NY hy ! O| 1000
(unit: ms) I O AlRBGlsedDutput mode, the selected digital output channel will generate g
square wave as specified in tpalse mode parameters. The ldevel widths are
specified hereEnterfrom 1000 to 3000.

Highlevel Sethightlevel width. It is gailable when enaimgPulseasa ! £ | NY hy ! O 1000
Width hTF | Dfws2 @uipdt mode, the selectdiyital output channel will generate
(unit: ms) square wave as specified in the pulse mode parameters. Thddughwidths are
specified hereEnterfrom 1000 to 3000.
Alarm Source | Digital output activation can be activated by this alarm. None
Status

Thiswindow allows you to view the status tife DI/ DO interface. It can also clear the counter alarm ohBie. Clik
IEEE3 button to clearDI1 or DI 2monthly tsage statisticinfo for counter alarm.

Status

DI Status
Index Level Status Count
1 Low Alarm off

» Action Of Clear

Counter Alarm Of DI 1

- DO Status
Index Level Low-level Width High-level Width
1 Low

» DO Control

Level Of DO1 Toggle
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3.2.9Al

This section is used to set the parameters of anahpyit (Al). The analog input is used to collect analog signals
within a certain range and is often used to collect continuously changing values such as voltage, current, temperatu
and pressure of the sensor. The higher the accuracy of the ADC bitdarsadalog input, the finer the analog
guantization and the more accurate the result.

Note:

1) R1520 supporan Al interface.

O - 0 0

Index Enable InputType Interval

i false Voltage 5 #

Click the righimost[#; button of Dlindex 1 as belowl'he window is displayed as belovhenthe & A y LJdziis & LJS :
a@2t.al 3Se

» General Settings

Index |1 |
enable [ oI
Input Type [Voltage @
Min Threshold |3 | @
Max Threshold |20 | @
Interval (5 | @

The widow is displayed belowhenthe & A y LJdziisd fi dzNIRIS y (0 £

» General Settings

Index [ 1 ]

Enable -nFF
Input Type Current n ®

Min Threshold [4 ] ©)
Max Threshold [ 16 ] ©)
Interval [5 ] ©)
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Al (Analog Input)
Item Description Default
Index Indicate ordinal of list. --
Enable Click the switch button to "ON" to turn on tfenaloginput function. OFF
Select from"Voltage" or "Current".
Input type Voltage: The data collected is voltage. Voltage
Current The data collected is Current.
Min Threshold | Set minimum voltage threshold. When the voltage collected by the Al interface ig 3
@Voltage than the minimum voltagéhreshold, an event notification will be triggered. Unit: V
Max Threshold Set maximum voltage threshold. When the voltage collected by the Al interface i
greater than the minimum voltage threshold, an event naotification will be triggere| 20
@Voltage .
Unit: V.
Min Threshold | Set minimum current threshold. When the current collected by the Al interface is 4
@Current than the minimum voltage threshold, an event notification will be triggered. Unit:
Min Threshold Set maximum currentireshold. When the current collected by the Al interface is
greater than the minimum voltage threshold, an event notification will be triggere| 16
@Current .
Unit: mA.
Interval Collect latest data every few seconds. 5
Status

Click the "Status" column to view tisgatus of the Al.

» Al Status

Index Type Min Threshold Max Threshold Value
1 voltage 3 20
Index 1
Type voltage

Min Threshold 3

Max Threshold 20

3.2.10Serial Port

This section allows you to set the serial port parameters.ddwice mighsupport two serial ports, COM1 and COM2
which can be configured as two COM1 or two COM2 according to requirements. The serial data can be converte
into IP data or through IP data into serial data, and then the data can be transmitted through a wired or wireles:
network, to realize the function of transparent data transmission.
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Note:
1) The serial port of R2010 and R3@Q0adcan be configured as RE2or RS485.

Port Type Serial Port Status

» General Settings

Serial Port Type |RS485

Serial Port

Item Descriptions Default

Serial Port Type | Support RS485 or RS232 RS485

» Serial Port Settings

Index Port Enable Baud Rate Application Mode
1 coM1 false 115200 Transparent [#
2 com2 false 115200 Transparent [

Click the righimosi[#; button of COM1as below.

Serial Port
» Serial Port Application Settings

Index [ il

H
—

pPort [CoM1

Enable Cm

Baud Rate 115200
Data Bits |8
Stop Bits |1

Parity [None
Flow Control [None

- Data Packing

Packing Timeout [50 ]@

S

Packing Length [ 1200
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LY b{SNBSNJ {StGiAy3dIh O2ftdzvys 6KSY bHbe¢NIyalLl NByilié¢ Aa a
the window is as follows:
Application Mode [Transparent
Protocol |TCP Client
Server Address | |
Server Port [ ]
2 KSYy be¢NIFyaLI NByidé Aa aStSOGSR Fa GKS | LILX AOlMIlaws2y Y
Application Mode [Transparent
Protocol |TCP Server
Local IP [ ]
Local Port [ ]
2 KSY be¢NYyaLI NByGé Aa aStSOGSR Fa GKS LWL AOFIGAR2Y Y
Application Mode | Transparent
Protocol [UDP
Local IP [ ]
Local Port [ ]
Server Address | |
Server Port [ ]
2 KSy Gaz2Rodza we¢!] DFiSgléé Aa aStSOGSR a GKS | LILX A0
follows:

» Server Setting

Application Mode

Modbus RTU Gatewa

Protocol

TCP Client

Server Address [
Server Port [

RT23 SM_\L.1.0

16 Oct.2022

65/186



RobusOS Software Manual @ rcbustel

When "Modbus RTU Gateway" is selected as the application mode and "TCP Server" as the protocol, the window is
as follows:

- Server Setting

Application Mode Modbus RTU Gatewa

Protocol [TCP Server
Local IP [ ]
Local Port [ ]

When selecting "Modbus RTU Gateway" as the application mode and "UDP" as the protocol, the window is as

_.,
=k
g
=
)

» Server Setting

Application Mode Modbus RTU Gatewa

upp
)
)
)
)

Protocol

Local IP

Server Address

Server Port

[
[
[
Local Port [
[
[

A = 4 oA X

2 KSYy Gal2{Roldta DI GSgle¢ Aa aStSOGSR Fra GKS | LILX A0l GAz2
as follows:

A Server Setting

Application Mode [Modbus ASCII Gatevn

Protocol [TCP Client

Server Address [ l

Server Port [ l

When selecting "Modbus ASCII Gateway" as the application mode and "TCP Server" as the protocol, the window is
follows:

A Server Setting

Application Mode  [Modbus ASCII GateVf
Protocol [TCP Server

Local IP | ]

Local Port | ]
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When selectingModbus ASCII Gateway" as the application mode and "UDP" as the protocol, the window is as
follows:

A Server Setting

Application Mode [Modbus ASCII Gatevn

Protocol (UDP
)
)
)
)

Local IP [

Local Port

[
Server Address [
[

Server Port

Serial Port
ltem Description Default
Serial Port Application Settings
Index Indicate ordinal of list. --
Port Showcurrent seria® name, reaebnly. COoM1
Enable Click the toggle button to enable/disable this serial port. When the status is OFF OFF
serial port isnot available
BaudRate { St SOG FTNRY donnéX dcnnéX AMHANEI A H|115200
OFrAMMPHNNED
DataBits { St SOUG oFONREYD AT € 8
StopBits { St SO0 oFONREYD G mé 1
Parity { St SO0 FTNRYorGODEFED dhRRE None
Flow control { St SO0 FTNRBY dGboraySARGONBEDs NBE None

Data Packing
Packing Timeou| Setpacking timeoutThe serial port willjueue the data in the buffer and send the | 50
data to the Cellular WAN/Ethernet WAN/ WLAN when it reaches the Interval Tim
in the field. The unit is milliseconds.
Note: Data will also be sent as specified by the packet length even when data is
reachingthe interval timeout in the field.
Packing Length | Setpacket lengthThe Packet length setting refers to the maximum amount of dat| 1200
that is allowed to accumulate in the serial port buffer before sending. When a pa
length between 1 an@000bytes is specified, data in the buffer will be sent as so0
reaches the specified length.

Server Settings

Item Description Default
Application Select fromdTransparend @odbus RTU Gatewayz MddibiisASClGateway. Transp
Mode - Transparent: Thelevice will transmit the serial data transparently. arent

ModbusRTU GatewayThe device wilrandate the Modbus RTU data tModbus
TCRlataandsenrd it out, and vice versa.

ModbusASCIlGateway The device wilrandate the ModbusASCldata to
ModbusTCRdata and serd it out, and vice versa.
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Serial Port
Item Description Default
Protocol Select fromdTCP CliedtaTCP Servér2 NJDEE TCP
TCP Client: Device works as TCP client, initiates TCP connection to TCP sg Client
The server address supports both IP and domain name.
TCP ServeDevice works as a TCP server, listening for a connection request

a TCP client.
UDP: Device works as UDP client.
Server Address | Enter address ahe server which will receive the data sent frahe deviceQserial Null
port. IP address or domaimame will beavailable
Server Port Enteraspecified port othe server which is used for receiving the serial data. Null
Local IP . . . . . . Null
@ EnterdeviceQ BAN IRvhichwill forward to the internet port othe device.
Transparent
Local Port . . Null
@ Enterport of the deviceQ BAN IP.
Transparent
Local IP Null
@ Enterlocal IP under Modbus mode.
Modbus
Local Port Null
@ Enterlocal port under Modbus mode.
Modbus

Click the "Status" column to view the current serial port status.

Seria or cove

» Serial Port Status list

Index Type TX RX Connection Status
1 RS232 0B 0B
2 RS485 0B 0B
Status
Item Descriptions
TX Send Data to Serial Port.
RX Received Data fron%erial Port

RT23 SM_\1.1.0 16 Oct.2022 68/186



RobusOS Software Manual @ f@DUSt@J

3.2.11 Serial Redirector

This section allows you to redirect the Serial Portdioél. It is only for theR1520.

» Serial Port Settings ®
Index Port Baud Rate Telnet Port +

Clicki WSRANBOG2NE O2ft dzvYy G2 O2yFAIdz2NBE GKS {SNAIFf wSRAN
Clict+to selectserial port and baud rate correspond the device @rial port had connected, then input the correct
Telnet port you expect to redirect.

- General Settings

Index 1
Port CcoM1
Baud Rate 115200

[
[
[
Data Bits |8
[
[
[
[

< BN N B0

Stop Bits 1
Parity None
Flow Control None
Telnet Port 88

Click the "Status" column to view redirection status.

- Redirector Port Status
Index Port Status
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3.2.12 LoRa

This section allows you to set theRaWANarameterslt is only for the R3060G.

Clicki DSY SNI £ { S (i the/Ghiviay IDHRreiOdh ¢xBmMp tel.

General Settings RF Settings Filter Settings Status

- General Settings

Default Gateway ID [34FA40FFFE052762 ]

User Defined Gateway ID Enable m:]

User Defined Gateway ID | 1234567890ABCDEF | (@

General Settings

Item Description Defaut
Default Setdefault gateway ID, oyou could define the Gateway iith a unique 64bit Null
Gateway 1D sequence by yourself
User Defined OFF
Gateway 1D Click the toggle button to enable/disable this option.
Enable
User Defined Enter Gateway ID. Null
Gateway ID

RFSettings

General Settings RF Settings Filter Settings Status
»~ RF Power Settings

RF Power Limit  |[No Limit

- RF Chain Settings

Supported Frequency [863 870

Frequencies Options [User—define @
RF Chain 0 Frequency [868500000 ]
RF Chain 1 Frequency [867500000 ]
RF Settings
Item \ Description \ Defaut
RFPower Settings

RFPowerLimit ‘ Display RF power limit. ‘ No Limit

1 ———
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RF Settings
Item Description ‘ Defaut
RFPower Settings
RF Chain Settings
Qupport .
RTIETE Display support frequency. 863 870
Set link frequency.
EU868:
868.1,868.3,868.5,867.1,867.3,867.5,867.7,867.9,
STD 868.3 and F888.8;
Frequencies | RUB68: Userdefine
Options RF Chain 0:869000000,RF Chain 1:864500000,
868.9,869.1,869.3,864.1,864.3,864.5,864.7,864.9;
KZ868:
RF Chain 0:865300000,RF Chain 1:867500000,
865.1,865.3,865.5,867.1,867.3,867.5,867.7,867.9.
RFChaind 1 o frequency oRF link 0. 868500000
Frequency
RFChainl Set frequency of RF link 1. 867500000
Frequency

- LoRa Multi Datarate Channels Settings

Index

RF Chain IF frequency

dick+to Add LoRa Multi Datarate Channels Settings.

-~ LoRa Multi Datarate Channels Settings

Index [1

RF Chain [RF Chain 0

IF frequency [0

LoRa Multi Datarate Channels Settings@RF Settings

Item Description Defaut
Index Indicate ordinal of list. 1
RFChain Select RF Chain. RFChain0

IF frequency

frequency of RF link 0/1.

Enter center frequency in the rangg00003500000 in Hz. The offset
between the center frequency of a particular channel and the centelf 0
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 LoRa Standard Channel Settings

RF Chain [RF Chain 0

IF frequency |0 ]
Bandwidth |500KHz
Spread Factor  [SF9

LoRaStandard Channel Settings@BEttings

ltem Description Defaut
Enable Click the toggle button to enable/disable this option. OFF
RF Chain Select RF Chain. RFChain0

Enter center frequency in the rang800003500000 in Hz. The offset
IF frequency | between the center frequency @& particular channel and the center | O
frequency of RF link 0/1.
Bandwidth Select optional bandwidth in KHz. 500KHz
Soread Factor | Enter an optional spreading factor. A high spreading factor correspo| SF9

to a low rate, and dow spreading factor corresponds to a high rate.

Filter Settings

This section is used to modify LoRa filter settings.

- LoRa Filter Settings
LoRa Filter - OFF

» Whitelist DevEUIs

+[©

Index DevEUI
Filter Settings
Item Description Defaut
LoRa Filter Click the toggle button to enable/disable this option. OFF

CliciHto add awhitelist rule.

» Whitelist Rules

Index [1 ]

DevEUI [ ]
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Whitelist Rules@Filter Settings
Item Description Defaut
Index Display table number. 1
DevEUI Enter DevEUI for device. Null
Status

Thissectionallows you toccheck the status of LoRa interface

General Settings RF Settings Filter Settings Status _

Model SX1301

»~ RF package received

CRC Errors 0
Duplicates 0

Join Duplicates 0
Join Requests 0

Total Packets 0O

RF packets received 0

RF packets received State CRC_OK: 0.00%, CRC_FAIL: 0.00%, NO_CRC: 0.00%

RF packets forwarded 0 (0 bytes)

~ Packets sent

Duplicates Acked

Packets Acked

Total Join Responses

Join Responses Dropped

Total Packets

Packets Dropped

1 ———
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- Center Frequency

RF Chain 0 Frequency

RF Chain 1 Frequency

~ LoRa Multi Datarate Channels

Index RF Chain IF frequency

.A LoRa Standard Channel

RF Chain

IF frequency

Bandwidth

Spread Factor

-~ FSK Standard Channel

RF Chain

IF frequency

Bandwidth
Data Rate
Status
ltem ’ Description
Basic
Model ‘ ShowLoRa module model.
Packets received
CRC Errors Show the value of RF packets received in error.
Duplicates Show thevalueof duplicate RF packets received
Join Duplicates Show thevalueof duplicate RF join request packets received
Join Requests Show thevalueof RF join request packets received
Total Packets Show thevalueof RF packets received
RF Packets Received Showcount of data packets fromodeto gateway
RF Packets Received State | Show the RF packets receiving state.
CRC_OK: Percentage of CRC verification
CRC_Fail: Percentage of CRC verification failure
NO_CRC: Percentage of abnormal packets without CRC
Packets sent
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Status
Item Description
Duplicates &ked Show thevalueof duplicate RF response packets sent
Packets &ed Show thevalueof RF response packets sent

Total Join Responses

Show thevalueof duplicate RF join response packets sent

Join Responses Dropped

Show thevalueof failed RF join response packets

Total Packets

Show thevalueof RF packets sent

Packets Dropped

Showthe valueof RF dropped packets

Center Frequency

RF Chain 0 Frequency

Center frequency of LoRa channel O

RF Chain 1 Frequency

Center frequency of LoRa channel 1

LoRa Multi Datarate Channels

RF Chain

Index of LoRa channel

IF Frequency

IFfrequency of LoRa channel

LoRa standard Channel

RF Chain Index of LoRa standard channel
IF frequency IF frequency of LoRa standard channel
Bandwidth Bandwidth of LoRa standard channel

Spread Factor

Spread Factor of LoRa standard channel

FSKStandard Channel

RF Chain Index of FSK Standard Channel

IF frequency IF frequency of FSK Standard Channel
Bandwidth Bandwidth of FSK Standard Channel
Data Rate Data Rate of FSK Standard Channel
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3.3 Packet Forwarders

3.3.1Basic Station

General Settings

General Settings Status Cert Manager

A Gateway Settings

TLS Enable

Server Address

[
Server Port [ 3001 }

General Settings

Gateway Settings
Item Description Default
Enable Enableapplication. OFF
TLS Enable EnableTLS encrypted transmission. OFF
Server Address | Server address (e.g., 127.0.0.1)
Server Port Server porinumber.

Status

Thissectionallows you to viewhe status ofthe basic station.

General Settings Status Cert Manager

- Basic

TC Status

Station Version

Package Version (Protocol)

HAL Library Version

Item Description

TC Status Platform connection status.
Station Version | Application version
Package Versior Application package version
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(Protocol)
HAL Library
Version

LoR&VANHAL library versian

Cert Manager

Thissectionallows you to vievand importthe certification.

~ CA F|Ie Import

CA Cert [ Choose File | No file chosen }

Client Cert [ Choose File | No file chosen Jm
Client Key [ Choose File | No file chosen Jm

~ Certificate Files

Index File Name File Size Modification Time

Cert Manager

CA File Import
Item Description Default
CA Cert Server certificate Null
Client Cert The certificate assigned by the server to the client. Null
Client Key Theserver assigns the private key of the certificate to the client. Null

1 ———
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General Settings

General Settings
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A~ Gateway Settings

Enable
LoRaWan Public
Server Address

Server Uplink Port

OFF

g

[127.0.0.1

| 1780

Service Downlink Port [ 1782

Keepalive Interval

statistics Refresh Interval

Push Timeout Millisecond

| 10

[300

[120

— )

General Settings

Gateway Settings

Item Description Default
Enable Click the toggle button to enable/disable this option. OFF
LoRaWarublic | Click the toggle button to enable/disable this option. ON
Server Address | Set the Server address 127.0.0.1
Server Uplink : .
P UDP uplink connection port. 1780
Port
Service
. UDPdownlink connection port. 1782
Downlink Port
Keepalive — - ,
P Timeinterval for obtaining downlink data. 10
Interval
Statistics e .
Statistical interval, USI update interval. 300
Refresh Interval
Push Timeout
o Uplink data timeout. 120
Millisecond P
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Status

Thissectionallows you to view the status of Semtech UDP Forwarder.

General Settings Status

» Basic

Status

Packet Forwarder (Protocol)

HAL Library Version

- Uplink

Push Data Datagrams Sent

Push Data Acknowledged

» Downlink

Pull Data Sent

Pull Resp Datagrams Received

Status

ltem ’ Description
Basic

Status ShowLoRaWAN status of your gateway.

Packet Forwarder (Protocol) | Showversion of Packet forwarder

HAL Library Version Showdriver version of LoORaWAN chipset insiggeway.
Uplink

RF packets forwarded Packetdhat CRC verified are sent from gateway to server.

Push Data Datagrams Sent | Total quantity of packets séfrom gateway to server, including RF packets
forwarded and statistics packets.

Push Data Acknowledged Percentage of acknowledged packets among Retia Datagrams Sent:
Downlink

Pull Data Sent Show he number of keepalive packets sent to the senasrdthe percentage of
acknowledged packets regarding the keepalive packet from the server.
Pull Resp Datagrasms Recei\ Showpacket counts and sizlat will be sent from server to gateway.
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3.4 Network

3.4.1Route

This section allows you to set the static routestatic roue is a form ofrouting that occurs when a device uses a
manuallyconfigured routing entry, rather than information from dynamic routing trafRoute Information Protocol
(RIP) is widely used asmall network witha stable use rateOpen Shortest Path Fir€@SPF) is made device within a
single autonomous syem and used ialarge network.

Static Route

 Static Route Table
Index Description Destination Netmask Gateway Interface VID +

Clik <= to add static routs. The maximum count 0.

~ Static Route

Index

Description

Destination

=
=
o
=]
=]

[
[
[
Netmask |
[
[
[

Gateway
Interface
VID |0 ®
Static Route

Item Description Default
Index Indicate ordinal of list. --
Description Enter a description for this static route. Null
Destination EnterIP address of destination host or destination network. Null
NetmaskPrefix Length | EnterNetmask of destination host or destination network. Null
Device Definedevice of destination. Null
Interface Choose corresponding port of the link that yaant to configure. wwan
VID Ener VLAN ID. 0 means no VLAN ID. 0
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Status

This window allows you to view the statustbé device

»~ Route Table

Index Destination Netmask Gateway Interface Metric
1 0.0.0.0 0.0.0.0 10.21.8.149 wwan 0 v
2 10.21.8.148 255.255.255.252 0.0.0.0 wwan 0 v
3 192.168.0.0 255.255.255.0 0.0.0.0 lan0 0 v

C—
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3.4.2Firewall

This section allows you to set tfieewall andits related parametersincludingFiltering, NATand IPset Thefiltering
rules can be used to either accept or block certain users or ports from accessing your/ddviab@tvorke
CA NB g | {.{THe fowibglinfidation is displayed:

Filtering NAT Advanced Custom Rules Status

» General Settings

Enable Filtering
Default Filtering Policy [Accept C?)
Remote Input Policy [Drop
Local Input Policy [Accept

A Access Control Settings

Enable Remote SSH Access
Enable Local SSH Access
Enable Remote Telnet Access
Enable Local Telnet Access
Enable Remote HTTP Access
Enable Local HTTP Access

Enable Remote HTTPS Access

@

Enable Remote Ping Respond
Enable DOS Defending

Enable VPN NAT Traversal

“latatatel"1"L'lal

@

~ Whitelist Rules

Index Description Source Address +

Clik <= to add the whitelist rules

Filtering

» Whitelist Rules

Index [1 ]

Description [ l

Source Address [ ] ®@
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- Filtering Rules

Index Source Address Source Port Source MAC Target Address Target Port Protocol +

Clik 4= to adda filtering rule. The maximumcountis 50. The window is displayed as below whaefaultingdAllé or
OK2 2 30w/ 8 K protodok Hiere take®Allé as an example.

- Filtering Rules

Index |1 |
Description | |
Invert Source Address ®@
Source Address | | ®
Source MAC | | ®
Invert Target Address ©)
Target Address | | ®
Protocol [All
Action |Drop

¢tKS 6AYR26 A& RAA&LX | BCRRUDE SIHGBCBUDE K 3 yaprofhespSHedietakEsHTCER as an
example.

» Filtering Rules

Index [ 1 ]

Description [ ]

Invert Source Address - OFF @

Source Address [ ]

©)
Source Port [ ] ®
©)

Source MAC [ ]

Invert Target Address - OFF @

Target Address [

Target Port

|

| |

Protocol [TCP
|

Action

Drop
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Filtering
Item ‘ Description ‘ Default
General Settings
Enable Filtering Click the toggle button to enable/disable the filtering option. ON
Default Filtering Policy { St SOG FTNRK5 NP IGOS LI ¢ Accept

Accept: Device will accept all the connecting requests except {
hosts which fit thedrop filter list

Drop: Device willlrop all the connectig requestsexcept the
hostswhich fit theacceped filter list

Remote Input Policy { St SOG FTNRK5 NP IGOS LI ¢ Drop
- Accept: Device will accept all the connecting requests except {

hosts which fit thedrop filter list

Drop: Device will drop all the connecting requests except the

hosts which fit the accepted filter list

Reject Device willeject all theconnectng requestexcept the

hostswhich fit theaccepedfilter list, and a deny (terminate)

packet is returned

Local Input Policy { St SOG FTNR&S5 NP IO0OS LI ¢ Accept
- Accept: Device will accept all the connecting requests except {

hosts which fit he drop filter list

Drop: Device will drop all the connecting requests except the

hosts which fit the accepted filter list

Reject Device willeject all the connectig requestexcept the

hostswhich fit theaccepedfilter list, and a deny (terminate)

packet is returned

Access Control Settings

Enable Remote SSH Acces{ Click the toggle button to enable/disable this option. When enableq OFF
the Internet user can access the device remotely via SSH.

Enable Local SSH Access | Click the toggle buttoito enable/disable this option. When enabled,| ON
the LAN user can access the device locally via SSH.

Enable Remot&elnet Accesq Click the toggle button to enable/disable this option. When enableq OFF
the Internet user can access the device remotely via Telne

Enable Local Telnet Access| Click the toggle button to enable/disable this option. When enableq OFF
the LAN user can access the device locally via Telnet.

Enable Remote HTTP Acce] Click the toggle button to enable/disable this option. When endble | OFF
the Internet user can access the device remotely via HTTP.

Enable Local HTTP Access| Click the toggle button to enable/disable this option. When enableq ON
the LAN user can access the device locally via HTTP.

Enable Remote HTTPS Acc Click thetoggle button to enable/disable this option. When enabled, ON
the Internet user can access the device remotely via HTTPS.

Enable Remote Ping Respo| Click the toggle button to enable/disable this option. When enableq ON
the device will reply to the Ping ragsts from other hosts on the
Internet.
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Filtering
Item Description Default
Enable DOS Defending Click the toggle button to enable/disable this option. When enableq ON
the device will defend the DOBos attack is an attempt to make a
machine or network resource unavailable to its intended users.
Enable VPN_NAT traversal | Click the toggle button to enable/disable this option. When enab OFF
enable NAT traversal for GRE / L2TP / PPTP VPN packets.
Whitelist Rules
Index Indicate ordinal of list. --
Description Enter a description for thighitelistrule. Null
Source Address Specify an access originator and enter its source address. Null
Filtering Rules
Index Indicate ordinal of list. -
Description Enter a description for this filtering rule. Null
Invert Source Address Enableto invert source address the user input OFF
Source Address Specify an access originator and enter its source address. Null
Source Port Specify an accessiginator and enter its source port. Null
Source MAC Specify an access originator and enter its source MAC address. | Null
Invert Target Address Enableto invert target address the user input OFF
Target Address Entertarget address which the accessginator wants to access. Null
Target Port Entertarget portthat the access originator wants to access. Null
Protocol { St SOG FTNBY da!ftftéx aGcedrd € £t5d € Bt All
Note: It is recommended that you choa8&liE iF & 2 dz R 2 yeR
protocol of your application to use.
Action Select fromvAcS LIGr éDrofe. Drop

Accept: WherDefault Filtering Policy is drppd, the device will
drop all the connectig requestsexcept the hostsvhichfit this
accepedfilteringlist.

Drop: WherDefault Filtering Policy is accepk the device will
accept all the connecting requests except the hosts whichift th
drop filtering list.
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NAT

This section allows you to set the N&Tated feature, including DMZ, Port Mappijregnd NAT.

m NAT Advanced Custom Rules

Host IP Address [ ]

A DMZ Settings

Source IP Address [ ] ®

A Port Mapping Rules ®
Index Description Remote IP Internet Port Local IP Local Port Protocol +

~ NAT Rules
Index Description Source Address Oout Target Address NAT IP +

DMZ (Demilitarized Zone), also known as the demilitarized zone. It is a buffer between-seocore system and a
security system that is set up to solve the problem that users who access the external network cannot access tf
internal network server after théirewall is installed. A DMZ host is an intranet host where all ports are open to the
specified address except the ports that are occupied and forwarded.

/ t ANetork Firewall>NAT>5 a % %he following information is displayed:

A DMZ Settings

Enable DMZ Cm

Host IP Address { ]

Source IP Address { ] @
DMZSettings

Item Description Default
EnableDMZ Click the toggle buttoto enablddisableDMZ DMZ host is a host on the OFF

internal network that has all ports exposed, except those ports otherwise

forwarded.
Host IPAddress Enter IP address of the DMZ hostymurinternal network. Null
Source IP Address| Set address which can talk to the DMZ hégillmeans for any addresses. Null

Port mapping is defined manually in the device, and all data received from certain ports on the public network i
forwardedtoaceil F Ay LI2NI 2y | OSNI I Ay NétviorkARffewal sNAT> PoftiMapRafgitof v ¢
display the following:
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A Port Mapping Rules

Index Description Remote IP Internet Port Local IP Local Port  Protocol +

Clik 4= to add port mapping rulesThe maximunrule count is50.

NAT

- Port Mapping Rules

Index

Description

Remote IP

Remote Port

ONONY

Interface unspecified

@

Internet Port

Local IP

@

Local Port

[
[
[
[
Internet IP [
[
[
[
[
[

B B
. J L (D B G N A

Protocol

Port MappingRules

Item Description Default
Index Indicateordinal of list. --
Description Enter a description for this port mapping. Null
Remote IP Specify the host or network which can access the local IP addiepsy | Null
means unlimitede.g., 10.10.10.10/255.255.255.255 or 192.168.1.0/24
Remote Port Speify theport of the host or network which can access the local IP | Null
address Enpty means unlimited.
Internet IP Enter Internet IP ofhe devicewhich can be accessed by other hosts frg Null
the Internet.
Interface Choose corresponding port of thiek that you want to configure. Unspecified
Internet Port Enterinternet port of the devicewhichcan be accessed by other hosts | Null
from Internet.
LocallP Enterdevice BAN IRvhichwill forward to the Internet port oflevice Null
Local Port Enterport of deviceQ IBAN IP. Null
Protocol SelectF N2 Y a ¢/ oré E 4 tbitds yoar application required. TCPUDP

NAT setting, custom NAT rules. Clibletwork > Firewall > NATNAT Rulésto display the following.

~ NAT Rules ©)
Index Description Source Address Out Target Address NAT IP +
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Click + to add custom rules.

» NAT Settings

Index |1 |
Description | ]
Source Address [ ] ®@
out [unspecified
Target Address [ ] ®@
NAT IP [ ] ®@
Csubmic
NATSettings
Item Description Default
Index Indicate ordinabf list. --
Description Enter a description of this NAT rule. Null

Enter source address in the format X.X.X.X, X.X.X.X/XX, XXXXX, or null ta
Source Address | . . Null
indicate any address.

Out Select output interface. Selecting unspecified means any output interfac| unspecified

Target Address | Enter target address in the format X.X.X.X, X.X.X.X/XX, X:X-X.X.X. Null

NATIP Enter NAT address in the format X.x.x.X. Null
Advanced

IP sets are a framework inside the Linux kernel, which can be administered Ipgéheaitility. Depending on the type,
an IP set may store IP addresses, networks, (TCP/UDP) port numbers, MAC addresses, interfaoe names
combinations of them in a way, Wdh ensures lightning speed when matching an entry against & detAN@tivorké
Firewall>Advanced. The following information is displayed:
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A Advanced Settings

Enable Ipset

Default Input Policy Accept
MAC List Name |mac @
MAC List Action Drop

[
[
[
IP Port List Name [ip-port
[
[
[

< JUNH < BUE < NENN -

IP Port List Action Drop
Net List Name |net @
Net List Action Drop

A MAC List ©)
Index MAC =
~ IP Port List ©)
Index Protocol IP Port o
~ Net List ©)
Index Net -

Clik 4 to adda MAC listThe maximuncountis 50.

Index [1 ]

MAC [ ]

Click 4= to addan IP Port list. ie maximumcountis 50.
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- IP Port List

Index

[
Protocol |
I

[

Port

Clidk 4= to adda Net list. ie maximuncountis 50.

Index [1 ]
Net [ ] ®@
Advanced
Item | Description ‘ Default
General Settings
Enable Ipset Click the toggle button to enable/disable the Ipset option. ON

Default Input Policy { St SO0 FTNRR&5 NP IOOS LI ¢ Accept
- Accept:Device will accept all the input connecting requests

except the hosts which fit the drop list of MAC/PBrt/ Net.

Drop: Device will drop all the input connecting requests except

the hosts which fit the accepd list of MAC/ IFPort/ Net.

MAC LisName Enter the name ofthe MAC list. litannotsupport entering pure mac
numbers.
MAC List Action Select fromdAcS LJbr éDropé. Drop

¥ Accept: When Default Input Policy is dropped, the device will d
all the connecting requests except the hosts whiclthig accepted
MAC list.

¥ Drop: WherDefault Input Policy iacceptedthe device will accept
all the connecting requests except the hosts which fig tliop
MACIist.

IP Port List Name Entername ofthe MAC list. ltannotsupport entering pure numhs. | ip-port

RT23 SM_\1.1.0 16 Oct.2022 90/186



RobusOS Software Manual @ I'@DUSte|

Advanced
Item Description Default
IP Port List Action Select fromdAcS LJbr éDropé. Drop
¥ Accept: When Default Input Policy is dropped, the device will d
all the connecting requests except the hosts which fit this
accepted IP Port list.
¥ Drop: WherDefault Input Policy iacceptedthe device will accept
all the connecting requests except the hosts which fi$ top IP

Portlist.
Net List Name Enter the name ofhe MAC list. litannotsupport entering pure net
numbers.
Net List Action Select fromvAcS LIGr éDrofe. Drop

¥ Accept: When Default Input Policy is dropped, the device will d
all the connecting requests except the hosts which fit this
accepted Netist.

¥ Drop: WherDefault Input Policy iacceptedthe device will accept
all the connecting requests except thests which fit tls drop Net

list.

MAC List
Index Indicate ordinal of the list. --
MAC address Enter the MAGddress Format: XX: X2 XX XX: XX. Null

IP Port list
Index Indicate ordinal of list. --
Protocol SelectF NBY a¢/ tée€x 2N a) 5t ¢ TCP
IP Enter IP address. Null
Port Enter port number. Null

Net list

Index Indicate ordinal of list. --
Net Enter domain name/ IP/ IP segment Null

Custom Rules

This section allows yao addNXzf Sa (0 KI & RS Neétwo&> RrévditNBUStOn¥ df tbispla@dthe o
following:

Filtering Advanced Custom Rules m

A Custom Iptables Rules

Index Description Rule -

Click + to add custom rulesThe maximumcountis 20.
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Custom Rules

» Custom Iptables Rule

Index [1 ]

Description [ ]

Rule [ ] ®@

Custom Firewall Rules

ltem Description Default

Index Indicate ordinal of list. -

Description Enter a description for #sseCustom Firewall Rules Null

Rule Enter custom rules. Null
Status

CtKAa aSOGA2y F+tt26a &2dz 2. OASs (GKS adl ddza 2F GKS

» Chain Input

Index Packets Target Protocol In Out Source Destination
1 0 DROP all = = 0.0.0.0/0 0.0.0.0/0 v
2 0 DROP all & & 0.0.0.0/0 .0.0.0/0 v
3 0 DROP all = = 0.0.0.0/0 0.0.0.0/0 v
4 0 ACCEPT tcp lan+ = 0.0.0.0/0 0.0.0.0/0 v
5 5 DROP tep lan+ & 0.0.0.0/0 0.0.0.0/0 v
6 3389 ACCEPT tcp lan+ = 0.0.0.0/0 0.0.0.0/0 v
7 0 ACCEPT tcp lan+ = 0.0.0.0/0 0.0.0.0/0 v
8 0 REJECT tep & i 0.0.0.0/0 0.0.0.0/0 L4
9 59 ACCEPT tcp = = 0.0.0.0/0 0.0.0.0/0 v
10 0 DROP tcp = = 0.0.0.0/0 0.0.0.0/0 v
11 0 ACCEPT tep = & 0.0.0.0/0 0.0.0.0/0 L4
12 0 DROP tcp = = 0.0.0.0/0 0.0.0.0/0 v
13 44 ACCEPT icmp = = 0.0.0.0/0 0.0.0.0/0 v
14 0 DROP icmp & & 0.0.0.0/0 0.0.0.0/0 L4

Index Packets Target Protocol In Out Source Destination
1 4585 TCPMSS tcp = = 0.0.0.0/0 0.0.0.0/0 v

A Chain Output

Index Packets Target Protocol In Out Source Destination

» Chain Prerouting

Index Packets Target Protocol In Out Source Destination
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A Chain FIREWALL_NAT_POSTROUTING

Index Packets Target Protocol In Out Source Destination

A Chain FIREWALL_NAT_PREROUTING

Index Packets Target Protocol In Out Source Destination

3.4.3Q0S

ClickiNetwork>v 2 { B 9 y to @rfalSe ovdisdbioSfeature.

» General Settings
Enable QoS Cm

@

A Priority Definition

Index Priority Bandwidth Borrow Spare Bandwidth
1 Highest 20 true vy
2 High 20 true 2
3 Normal 20 true 2
4 Low 20 true v
5 Lowest 20 true 2

Click the righ4mos1LE button to modify QoS Priority. Here take théghestPriority for exampleHigh, Normal, Low,

Lowesttake similar operations.

A Priority Definition

Index [ 1 ]
Priority | Highest |
Bandwidth [20 ] ®@

Borrow Spare Bandwidth m:] @

Priority Definition

Item Description Default

Bandwidth Enter the percentage of total bandwidth. Full is 100. 20

Borrow Spare Enable to borrow unused bandwidth froother priorities when the switch if ON
Bandwidth enabled.
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» QoS Rules

Index Source Address Source Port Target Address Target Port Protocol Priority +

Clik ¥ to add QoS Rul@he maximuncountis 20.

~ QoS Rules

Index 1

Source Address

Source Port

Target Address

SN ONONONY)

Target Port

[
[
[
Source MAC [
[
[
[
[

’ 4

Protocol  |All
Priority | Normal
=
QoS Rules

Item Description Default
Source Address| Format: x.x.x.X, X.X.X.X/XX, X.X-XX.X.X, empty means anywhere NULL
Source Port Format: porf:port] ON
Source MAC | Format: XX:XX:XX:XX:XX:XX NULL
Target Address | Format: x.x.X.X, X.X.X.X/XX, X.X:X.X.X.X, empty means anywhere NULL
Target Port Format: port[:port] NULL
Protocol Set TCP, UDP, ICMP, T{I¥ for protocol Al
Priority SetPriority for QoS Normal

3.4.41P Passthrough

ClickaNetwork >IP Passthrough > IP Passthroédgh enable or disable the IP Passthrough option.

~ General Settings
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If the deviceenables the IP Passthrough, the terminal device (suaP43) will enable the DHCP Client mode and
connect tothe LAN port of the devigeand after the device dial up successfully, the PCawittmaticallyobtain the

IP address and DNS server address which assigned by ISP.

Note:

" 17 The IP Passthrough function aamly assign one network provider address.

" 27 To use this function, the main link needs to be set to WWAN, and the backup link needs to be set to None.

3.5 VPN

3.5.1IPsec

This section allows you to set thes¢®e and the related parameterbiternet Protocol Security (IPsec) ipratocol
suitefor securelnternet ProtocokIP)communications that works bguthenticatingand encryptingeachlP packebf
a communication session.

ClickVPN > |IPsecGeneralto set IPsec parameters.

General
General Tunnel Status x509
~ General Settings

| @

Keepalive

©)

Optimize DH Exponent Size
Debug Enable OFF

Enable Backup Gateway

LT
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The window is displayed as below when emnaipdErable Backup Gateway

General Tunnel Status x509
Noenemisatings
Keepalive [20 ] ®
Optimize DH Exponent Size Cm @

Debug Enable Cm

Enable Backup Gateway m:]
Monitor Interval [30 ] ®
Monitor Times [5 ] @

GeneralSettings @ General
ltem Description Default
Keepalive Set the time to live in seconds. The device sends-adigp packets to the | 20
NAT (Network Address Translation) server at regular intervals to preve
the records on théNAT table from disappearing.

Click the toggle button to enable/disable this option. When enabled, wi OFF
OptimizeDH Size using dhgroup17 or dhgroupl8, it helps to shorten the time to generatsg
the DH key.

Click the toggle button to enable/disable this option. EndBleecVPN OFF
information outputto the debug port

Debug Enable

Enable Backup Gateway

Monitor Interval EnterMonitor Interval. Unit: second 30
Monitor Times Enternumber maxim of IPsec primary devioat answered. 5
Tunnel

General Tunnel

» Tunnel Settings
Index Enable Description Gateway Local Subnet Remote Subnet +

Clik <4 to add IRectunnel settings The maximumcount is6.
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A~ General Settings

Index

1 )

Enable

Description

Gateway

© @

Backup Gateway

Mode

Protocol

Local Protoport

Remote Subnet

Remote Protoport

ONONONONY

Link Binding Unspecified

<] =1 =]

[
[
[
[
[
Local Subnet |
[
[
[
[

General Settings @unnel

Item Description Default
Index Indicate ordinal of list. --
Enable Click the toggle button to enable/disable this IPsec tunnel. ON
Description Enter a description for this IPsec tunnel. Null
Gateway Enter address of remote sides#e VPN servef.0.0.0 represents any address. | Null
Backup Gateway | Enterbackupaddress of remote side $8c VPN serveEmpty means disable. Null
Mode { St SOG FTNBY dac¢dzyySté YR a¢ NI yaL?2 N Tunnel
- Tunnel: Commonly used between devices, or at ans&aton to a device,
the device acting as a proxy for the hosts behind it.
Transport: Used between ergtations or between an ensdtation and a
device, if the devices being treated as a hoftr example, an encrypted
Telnet session from a workstation to a device, in which the device is the
actual destination.
Protocol { St SO0 GKS &aSOdaNRGe LINRPG202ft & FNRYESP
ESP: Use the ESP protocol.
AH: Use theé\H protocol.
Local Subnet Enterlocal subne® address witla mask protected by IPsee,g., 192.168.1.0/24| Null
Local Protoport | Enter protocol with porte.g.,tcp/443; udgl701. Null
Local protoport and remote protoport must libe same if both are noempty.
Remote Subnet | Enterremote subne® address witta mask protected by IPsee.g., 10.8.0.0/24. | Null
Remote Protoport| Enter protocol with porte.g.,tcp/443; udgl701. Null
Local protoport and remote protoport must libe same if both are noempty.
Link binding Select link to build IPsec. Unbound
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The window is displayed below when choosiR$K as the authentication type.

» IKE Settings

IKE Type [IKEv1 | v]

Negotiation Mode [Main n
Encryption Algorithm [BDES n
Authentication Algorithm [SHAI n
IKE DH Group [DngDupZ n
Authentication Type [PSK n

PSK Secret | |

Local ID Type [Default n

Remote ID Type [Default n

IKE Lifetime [86400 |

®@

The window is displayed below when choosigf€ as the authentication type.

» IKE Settings

IKE Type [IKEv1

Negotiation Mode [Main
Encryption Algorithm [BDES
Authentication Algorithm [SHM
IKE DH Group [DngnupE
Authentication Type [CA
Private Key Password [ l
IKE Lifetime | 86400 |

)
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The window is displayed below when choosiRiKCS#%¥2as the authentication type.

» IKE Settings

IKE Type [IKEv1 | v]

Megotiation Mode [Main n
Encryption Algorithm [SDES n
Authentication Algorithm [SHAI n
IKE DH Group [DngDupZ n
Authentication Type [PKCS5#12 | v |
Private Key Password [ ]
IKE Lifetime | 86400 |

@

The window is displayed below when choosirguth PSKas the authentication type.

» IKE Settings

IKE Type [IKEv1
Negotiation Mode [Main
Encryption Algorithm  [3DES
Authentication Algorithm [SHA1
IKE DH Group [DHaroup?
Authentication Type [xAuth PSK
PSK Secret | |
Local ID Type  [Default
Remote ID Type [Default

Username | | @

Password | | @

IKE Lifetime 86400 | @
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Ad RAALX HABWCAC $ 52 di KAK $VzZiKEYZAOY I AR Y G & LIS

» IKE Settings

IKE Type |[IKEvi

Negotiation Mode [r—’lain

Encryption Algorithm [EDES

IKE DH Group [Dngl::LpE

Authentication Type [x.-:'-.Lth CA

Authentication Algorithm [SH.-l'-.l
l

Private Key Password [

Username [ l @
Password [ l @
IKE Lifetime | 86400 | ®
IKE Settings
ltem Description Default
IKE Type {StSOG FTNRY ALY9IOME YR AaLY9DHE ®|IKEVL
Negotiation Mode |[{ St SOG FTNRBY daalAyé FyR a! 33INB&aA(Man

If the IP address of one end of asdP tunnel is obtainedlynamically, the IKE
negotiation mode must be aggressive. In this case, SA can be establishe
long as the username and password are correct.

Encrypt Algorithm [{ St SO0 FNRBY d059{¢3 a! 9{mMHyé¢3Z a! {3DES
negotiation.
3DESUse 16&bit 3DES encryption algorithm in CBC mode
AES128: UsE28-bit AESencryptionalgorithm in CBC mode.
AES128: UsE92-bit AESencryptionalgorithm in CBC mode.
AES256: Usg56-bit AESencryptionalgorithm in CBC mode.
Authentication { St SO0 FTHREYEma&SpPE H Hpc éthbedidedinlKE | | SHAL
Algorithm negotiation.
IKE DH Group { St S O DHgN@R &DHgroup2, (DHgroups, cOHgroup14, DHgroup?2
0DHgroup18, cdDHgroupl16, cdDHgrouplE ar dOHgroupl8to be used in key
negotiation phase 1.
AuthenticationType |{ St SOG FNRBY at{YéX &/ ! €T &E! dziiK {PSK
in IKE negotiation.
PSK: Prshared Key.
CA: Certification Authority.
xAuth: Extended Authentication to AAA server.
PKCS#1ZExchange digital certificate authentication.
PSK Secret Enter preshared key. Null
Local ID Type Select fromiDefaulé = G Cv5bé | yR a! aSNJ Cv 5 b| Defaul
Default Uses an IP address as the ID in IKE negotiation.
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IKE Settings
Item Description Default
FQDN: Uses an FQDN typehasID in IKE negotiation. If this option is
selected, type a name without any at sign (@) for the local security
device, e.g., test.robustel.com.
User FQDN: Uses a user FQDN type as the ID in IKE negotiation. If {

option is selected, type aname striggh G K | aA 3y aXé
security device, e.g., test@robustel.com.

RemotelD Type { St SODeffINEY aCv5bé YR a! @aSNJ Cv 5 b| Default
- Default Uses an IP address as the ID in IKE negotiation.

FQDN: Uses an FQDN type as thia IBE negotiation. If this option is

selected, type a name without any at sign (@) for the local security

device, e.g., test.robustel.com.

User FQDN: Uses a user FQDN type as the ID in IKE negotiation. If {

option is selected, type aname stringwith a A 3y aX¢é¢ T2

security device, e.g., test@robustel.com.

IKELifetime Set lifetime in IKE negotiation. Before an SA expires, IKE negotiates a ne 86400

As soon as new SA is set up, it takes effect immediately and the old one

be cleared automatically when it expires.

PrivateKey Password Enter private keyinder 6CA and oxAuth CAauthentication types. Null
Username Enterusemame used fott E! dzii K t { Y ¢ dutyieRticatidn typai K| Null
Password Enterpassword usedor & E ! dzii K t { Y& autfiRticati¢httydai K | Null
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If clickVPN > IPsec > Tunnel > General Settiagsl choos€&SRas protocol. The specific parameter configuration is
shown below.

Tunnel

~ General Settings

Index |1 ]

Enable m:]

Description

Gateway

Backup Gateway

® @

Mode Tunnel

Local Subnet

Local Protoport

Remote Subnet

Remote Protoport

[
[
[
[
Protocol [ ESP
[
[
[
[
[

< B
-»_;u_;»_;u_; L W S

ONONONONY

Link Binding Unspecified

A SA Settings

v IKE Settings

Encryption Algorithm

Authentication Algorithm

1]
T
pd
=
< B < B <

[
[
[
SA Lifetime [ 28800
|
|

PFS Group PFS(N/A)
DPD Interval 30 @
DPD Failures 150 @
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When protocol in "Virtual Private Network> IPsec> Tun@dneral Settings" select&H', SA settings are displayed
as follows:

Tunnel

A General Settings

Index {1 J

Description

Gateway

Backup Gateway

©® @

Mode

{
[
[
{
Protocol ||AH
{
{
{
{
{

g b Je . J S

Local Subnet @

Local Protoport @

Remote Subnet @

Remote Protoport ®@

Link Binding | Unspecified v K@)
Encryption Algorithm [BDES
Authentication Algorithm [SHAI
PFS Group [PFS(N/A)

SA Lifetime | 28800 | ®

DPD Interval [30 ] @

DPD Failures [150 ] ®

~ Advanced Settings

Enable Compression

Enable Forceencaps Cm @

Conntrack Flush OFF

Expert Options
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SA Settings

Iltem

Description

Default

Encrypt Algorithm

{ St SOG FTNBY do059{¢3> da! Whemyoyselgct & !
G9{té AY.HigheNsBcilrigym@ahsmommplex implementation
and lower speed. DES is enough to meet general requirements. Use 30
when high confidentiality and security are required.

3DES

Authentication
Algorithm

{ St SO0 7T,MR Y |BHAR P56 ar 6SHA2 512to be used irSA
negotiation.

SHA1

PES Group

Select fromit C { 6 bo®Hgbdpred@Hgroup2, dDHgroups,
0DHgroup14, dDHgroupls, dODHgroupl16, dOHgroupl€ or 6DHgroup18@
to be used irSAnegotiation.

PFS(N/A)

SA Lifetime

Set the IBec SA lifetime. When negotiating set up IRec SAs, IKE uses th
smaller one between the lifetime set locally and the lifetime proposed by
the peer.

28800

DPDinterval

Set interval after which DPD is triggered if neetPprotected packets is
received from the peer. DPBDead peer deteton. DPD irregularly detects
dead IKE peers. When the local end sends setlpacket, DPD checks the
time the last IBec packet was received from the peer. If the time exceed
the DPD interval, it sends a DPD hello to the peer. If the local end recei
no DPD acknowledgement within the DPD packet retransmission interv
retransmits the DPD hello. If the local end still receives no DPD
acknowledgement after having made the maximum number of
retransmission attempts, it considers the peer already deed cears the
IKE SA and thed#t SAs based on the IKE SA.

30

DPDFailures

Set timeout of DPDead Peer Detectigipackets.

150

AdvancedSettings

Enable Compression

Click the toggle button to enable/disable this option. Enabledmpress
the inner headers of IP packets.

OFF

Enable Forceencaps

Click the toggle button to enabldisable this option. After it is enabled,
even if no NAT condition is detected, the UDP encapsulation gfasets
is forced. This may help overcome restrictive firewalls.

OFF

Conntrack Flush

Click the toggle button to enabldisable this option. Clear conntrack after
establishingPsec

OFF

Expert Options

Add more PPP configuration options hei@mat: corfig-desc;configdesc,

e.g. protostack=netkey;plutodebug=none.

Null
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This section allows you to view the status of the IPsec tunnel.

General Tunnel Status

~ IPSec Tunnel Status

Index Description Status Uptime

A Proxy Identity Status

index Destination gateway Source address Destination address Status Tunnel

x509

Uses can upload the certificates for the IPsec tunnel in this section.

General Tunnel Status x509

A X509 Settings

Tunnel Name [Tunnel 1

Choose File | No file chosen

Choose File | No file chosen

Local Certificate

Remote Certificate

[
[
Private Key [ Choose File | No file chosen
[
[

CA Certificate

Choose File | No file chosen
Choose File | No file chosen

e s g b

PKCS#12 Certificate

» Certificate Files

Index File Name File Size Modification Time
x509
Item | Description | Default
X509 Settings
TunnelName Choose a valitunnel. Selectfrom "Tunnel 1", "Tunnel 2", "Tunnel 3", Tunnel 1
b¢dzyySt nhX bedzyySt péx 2N be¢dzyy]
LocalCertificate | t AGDhdosedrile ldcatethe certificatefile from the local computer, and

then import this file into your device.

RemoteCertificate | / f AGBdosedik ldcatethe certificatefile from the remote computer,
and then import this file into your device.

Private Key | t AGDhdosedFile lacatethe private key file. --
CACertificate / t AGDdosedrile lacatethe correct CA certificate file. --
PKCS#1@ertificate | / f AGDdosedie lacatethe PKCS # 12 certificate file. --
Certificate Files
Index Indicate the ordinal of the list. --
Filename Show importedd S NIi s ®am@® 1 (1 S Q Null
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x509
Item Description | Default
X509 Settings
File Size Showsize ofcertificate file Null
Last Modification | Showtime of that last time to modify the certificate file. Null

3.5.2 WireGuard

This section is used to set the parameters of WireGUdPiN, an opessource SShased VPN system. The device's
WireGuard feature can support both poitd-point and pointto-multipoint VPN channels.
/ £ AVPRP WireGuard to set the WireGuard parameters.

WireGuard Status x509

~ General Settings

Enable WireGuard Cm

Private Key | |

IP Address [ ] €)

Listen Port | 51820 |
MTU (1472 ]

Enable NAT m:]

WireGuard@General Settings
Item Descriptions Default
Enable WireGuard | Enable or disable WireGuard OFF
Enter local private key. It can be generated automatically or impo
Private Key P 4 b€ y PO Nl
manually via X509 settings, but it cannot be empty.
IPAddress Enter IP address of the virtual interface. It canbetempty. Null
Listen Port Enter virtual interface listen port. It cannot be empty. 51820
MTU Enter virtual interface slice size. 1472
Enable/disable NAT feature. When enabled, the IP address will be conv
Enable NAT . . ON
to the interface virtual IRddress.

Note: Click (2 for help.
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Index Description

Public Key Endpoint Host Endpoint Port Allowed IPs

Qick <4 to add peer setting. The maximum coun

A Peer Settings

Index

Description

Public Key

Endpoint Host

Endpoint Port

S J g __JL__J L_J

[
[
[
Preshared Key |
[
[
[

Allowed IPs @
Route Allowed IPs m:] @
Persistent Keepalive [O ] @

WireGuard@Peer Settings

Item Descriptions Default
Peer Settings

Index Display index. --

Description Enter peer descriptions. Null

Public Key Enter public key and it cannot be empty. Null

Preshared Key Enter preshare key and it cannot be empty. Null

Endpoint Host Enter peer IP address. A null value will not initiate a connection request| Null

Endpoint Port Enter peer port. A null value will notitiate a connection request. Null

Allowed IPs Enter allowed IP address, which cannot be empty. Null
Enable/disable feature. When enabled, routes will be created for

Route Allowed IPs | networks allowed for this peer. If the allowed network is 0.0/@,®his peer| ON
will be set as the default route.

. .| Enter interval of sending Persistent Keepalive messages, in seconds. 0

Persistent Keepalive . _ 0

disabling the feature.
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Status

The status bar allows you to view WireGuardsnection status. Click on one of the rows and details of its link
connection will be displayed below the current row.

~ WireGuard Tunnel Status

Index Description Public Key Virtual IP Real IP Port Latest Handshake

This section is used to generate or import private and public keys

WireGuard Status x509

~ X509 Settings
Private Key

Private Key HM] No file chosen ]m
Public Key

Config File

Config File “m] No file chosen ]m

x509
Item ‘ Descriptions Default
X509Settings

Private Key Click button to generate a private key. --

Click Choose File  putton to locate the private key from your computer, and th

Private Ke . . .
y click m button to import the private key.

Public Key Qick button to generate a public key. --

Config File Qick button to generate aconfig file --

Click Choose File  button to locate theconfig filefrom your computer, and ther

fig Fil
Canigl 2= click m button to import the config file

3.5.30penVPN

This section allows you to set the OpenVPN and the related paramépeenVVPNs anopensource software
application that implementsirtual private network\VVPN) techniques for creating secure peimipoint or
site-to-site connections inauted or bridged configurations and remote access facilifié® devicesupports
point-to-point and pointto-point connections.

Click ¥PN > OpenVPN > OpenVRN display as follows:
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OpenVPN

» Tunnel Settings
Index Enable Description Mode +

» Password Manage

Index Username <+

» Client Manage
Index Enable Common Name Client IP Address +

Click + to add @enVPN tunnel settingshe maximuncount is5. & a 2 R S ¢ & thrit & Sal.dhe RiSdbw idzt (i
RA&ALI @SR 0Sft 2R g Ké&npdeRK22aAy3A 4

» General Settings

Index |1 J

Enable m

Description

Mode

0

N

o
5

TLS Mode

@

Protocol

Peer Address

Peer Port 1194
Listen IP Address
Listen Port 1194

[
|
[
[
[
[
[
[
Interface Type |TUN
[
[
[
[
[
[
[

(<} < | < <]

Authentication Type None @
Local IP 10.8.0.1
Remote IP 10.8.0.2
Keepalive Interval 20 ®
Keepalive Timeout | 120 @
TUN MTU 1500
Max Frame Size
Enable Compression m
Enable NAT m:]
Verbose Level [0 @

CKS G6AYR26 A& RAALI I &t&R IoBolekeS s KSy OK22aAy3d 4!
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» General Settings

Description [

Index [1

Enable

Mode

Private Key Password [
Enable Client Status

Enable NAT

¢ KS

GAYR2 6

A& RAALIX

OK22&AYy T

A~ General Settings

Index

Enable

Description

Mode

Protocol

Peer Address

Peer Port

Interface Type
Authentication Type
Renegotiation Interval
Keepalive Interval
Keepalive Timeout
TUN MTU

Max Frame Size
Enable Compression
Enable NAT

Enable DNS overrid

Verbose Level

@

® 00

(< J < < )| < |

Boe

a/ tASYQ
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The window iR A & LY @ SR 0S¢

~ General Settings

Index

Enable

Description

Mode

Protocol

Listen IP Address
Listen Port

Interface Type
Authentication Type
Enable IP Pool

Client Subnet

Client Subnet Netmask
Renegotiation Interval
Max Clients

Keepalive Interval
Keepalive Timeout
TUN MTU

Max Frame Size
Enable Compression
Enable Default Gateway
Enable NAT

Verbose Level

O

K22&AYy3

—

{ )
Server H
(upp
{ ]
(1104 |
(TN
(None
o |

255.255.255.0

{ ]
{ ]
86400 | ®
(10 ]
20 | ®
120 | ®
1500 |
{ ]

Boe

@ rcbustel

G { SNIIS NE

16 Oct.2022
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A General Settings

Index |1 )

Enable m:]

Description

Mode

Protocol

Peer Address

Peer Port

Interface Type

-
=
=
SN E A - || - RESRENE - § - RO

{
{
[
{
{
{
Authentication Type |{ None
{
{
{
{
{

®
Renegotiation Interval | 86400 ®
Keepalive Interval |20 @
Keepalive Timeout | 120 @
TUN MTU 1500
Max Frame Size
Enable Compression m:]
Enable NAT m:]
Enable DNS overrid Cm @

Verbose Level {D ®
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CKS 6AYR26 A& RAELI FReeShared Si 2 sl KK ShydziOKRye M §13h 22 y

A General Settings

Index

Enable

Description

Mode

Protocol

Peer Address

Peer Port

Interface Type
Authentication Type
Encrypt Algorithm
Authentication Algorithm
Renegotiation Interval
Keepalive Interval
Keepalive Timeout
TUN MTU

Max Frame Size
Enable Compression
Enable NAT

Enable DNS overrid

Verbose Level

1
on

{ )
(Client ©)
(upp
{ )
(1194 }
(TUN
[ Preshared ®@
(BF
(SHA1
86400 | ®
E E
120 | ®
1500 }
{ )
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ThewilR2 4 A& RAALI I 8SR asSvwrd ¢ | GKERSOKAZAXKBYWHADOS GA2y & LS

» General Settings

Index [ 1 ]

Enable m:]

Description

@

Mode

Protocol

Peer Address

Peer Port

Backup Address

Backup Port

Interface Type

Authentication Type

Password
Encrypt Algorithm BF
Authentication Algorithm SHA1
Renegotiation Interval 86400 ®
Keepalive Interval 20 @
Keepalive Timeout 120 ®
TUN MTU 1500

Max Frame Size

Private Key Password

&
wn
1]
=
S
o
aag | aa aa

[
[
[
[
[
[
[
[
[
Username |
[
[
[
[
[
[
[
[
[

Enable Compression

& )
Enable NAT m:]
(0

Enable DNS overrid OFF @

Verbose Level ®

» Advanced Settings
Enable HMAC Firewall @

Enable PKCS#12 - OFF

Expert Options [ ]@
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~ General Settings

Index [ 1 ]

Enable m:]

Description

Mode |Client @
Protocol uDp
Peer Address
Peer Port 1194
Backup Address
Backup Port 1194

Authentication Type I X509CA

sapa || | ag |
©

Encrypt Algorithm BF
Authentication Algorithm SHA1
Renegotiation Interval 86400 ] @
Keepalive Interval 20 ] @
Keepalive Timeout 120 ] @

[
[
[
[
[
[
[
Interface Type [TUN
[
[
[
[
[
[
[

Private Key Password

Enable Compression

& )
Enable NAT m:]

Enable DNS overrid OFF @

Verbose Level [0 @

» Advanced Settings
Enable HMAC Firewall @

Enable PKCS#12 - OFF

Expert Options [ ] @
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- General Settings

index ] |

Enable m:]

Description

Mode |Client @
Protocol |UDP
Peer Address
Peer Port 1194
Backup Address
Backup Port 1194
Interface Type |TUN

Authentication Type X509CA Password

aglga | /il aal
™

Password
Encrypt Algorithm BF
Authentication Algorithm SHA1
Renegotiation Interval 86400 ] @
Keepalive Interval 20 ] @
Keepalive Timeout 120 ] @
TUN MTU 1500 ]

Max Frame Size

Private Key Password

[
[
[
[
[
[
[
[
[
usemame |
[
[
[
[
[
[
[
[
[

Enable Compression

Lon
enable NAT (B )
on [

Enable NAT
Enable DNS overrid @
Verbose Level [0 @
Enable HMAC Firewall OFF @

GeneralSettings@ OpenVPN
Item Description Default
Index Indicate ordinal of list. --
Enable Click the toggle button to enable/disable this OpenVPN tunnel. ON
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GeneralSettings@ OpenVPN

Item Description Default
Description Enter a description for this OpenVPN tunnel. Null
Mode Selectf N2 Yitogodt Ht ¢ = &/ ft ASy ¢ 2NJ a{ S P2P
Protocol Selectfromi | 5,60 & # tf A SnblCLServeé d UDP
ServerAddress Enter endto-end IP address or domain of remote OpenVPN server. | Null
ServerPort Enter endto-end listener port or listener port of OpenVRHErver. 1194
ListenlP Address Enter IP address or domain name. Null
ListenPort Enter listener port at this end. 1194
InterfaceType Selectfromi ¢ ! bé > YR ¢! té gKAOK | NJTUN

interfaces for OpenVPN. The difference between BdM TAP devices
that a TUN device is a po#t-point virtual deviceon the network while
a TAP device is a virtual devareEthernet.

Username Enterusey  YS dza SR F2NJ 0KS &t &aag2NNul
authenticationtype.

Password Enterpassword used fothe gt 8 a6 2 NRé 2NJ & - p n(Nul
authenticationtype.

AuthenticationType [{ St SO0 FTNRY ab2ySéx at NBaKI NBR|None
thaag2NRED
Note:d b 26 Y R & t NRuthéhtichAtiBrB/gesare onlyworking

with P2Pmode.
Click the toggle button to enable/disable this option. When enabled,
Enable IP Pool client will obtain a virtual IP from the address pool. OFF
Note: Enable IP Pod availableonly dModet is Server
Local IP Enter the local virtual IP. 10.8.0.1
Remote IP Enter the remote virtual IP. 10.8.0.2
Qient Subnet Client virtual IP network address. 10.8.0.0
Client Subnet Client virtual IP network address mask. 255.255.255.0
Netmask
ENCypAIgortim |+ s 506 FNBY @.500% SaHEyMESUEDHESO (I y o
a! Hfpceod
- BF: Usd 28-bit BFencryptionalgorithm in CBC mode
DES: Us64-bit DES:ncryptionalgorithm in CBC mode
DESEDE3: Us&92-bit SDESncryptionalgorithm in CBC mode
AES128: UskE28-bit AESncryptionalgorithm in CBC mode
AES192: UsE92-bit AESencryptionalgorithm in CBC mode
AES256: Usg56-bit AESencryptionalgorithm in CBC mode
Authentication Select from "MD5", "SHA1", "SHA256"or "SHA512". SHAl
Algorithm
Max Clients Set retention timeout. If the connection continues to timeout during
this time, the OpenVPN tunnel will be-established. 10
Note: Max Clientssavailableonly dModeg is Server
Renegotiation Set renegotiation interval. the connection failed, OpenVPN will 86400
Interval renegotiate when the renegotiation intervedreached.
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GeneralSettings@ OpenVPN

Item Description Default

Keepalivanterval Set a keepalivéing)interval to check if the tunnel is active. 20

KeepaliveTimeout Set keepalive timeout.riggerOpenVPN restawrfter nseconds pass 120
without reception of a ping or other packet from remote.

TUN MTU Set MTU for the tunnel. 1500

Max FrameSize Set shard size of the data to be transmitted through the tunnel. Null

Private Key Passwor( Enter private key password und&509CA" and "X509CA password" Null
authentication.

Enable Compression| Click the switch button to enable/disable this option. When enabled, ON
this feature compresses the header of the IP packet.

EnableDNSoverride | Click the switch button to enable/dibe this option. When enabled, OFF
DNS pushed by the server is received as the local DNS server.

EnableBridgeWith Click the toggle button to enable/disable this option. When enabled,

LANO virtual interface can be bridged with LanO. ON
Note: Enable Bridg&ith LANGavailableonly dModet is Client

EnableDefault Click the toggle button to enable/disable this option. When enabled, OFF

Gateway will receive the gateway pushed by the server as the local gateway.

EnableClientStatus | Clickthe toggle button to enable/disable this option. After the server OFF
enabled, it can display the connected client status information.

Endle NAT Click the toggle button to enable/disable the NAT option. When OFF
enabled,the source IP address of the host behihd devicewill be
disguised before accessing the remote OpenVPN client.

Verbose Level Select the level of the output log and values from 0 to 11. 0

0: No output except fatal errors
1~4: Normal usage range
5: Output R and W characters to the console for each packet re:
and write
6~11: Debug info range
AdvancedSettings@ OpenVPN

Item Description Default

EnableHMAC Click the toggle button to enable/disable this optiéxdd an additional | OFF

Firewall layer of HMAGuthentication on top of the TLS control channel to
protect against DoS attacks.

EnablePKCS#12 Click the toggle button to enable/disable the PKCS#12 certifittatean | OFF
exchange of digital certificate encryption standards, used to describe
persond identity information.

EnablensCertType | Click the toggle button to enable/disable nsCertTyRequire that the OFF
peer certificate was signed with an explicit nsCertType designation o
"server".

Expert Options Enter some other options of OpenVRNIis field. Eaclexpressiorcan Null
be separated by O
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Status

This section allows you to view the status of the OpenVPN tunnel.

OpenVPN Status

A OpenVPN Tunnel Status
Index  Description Status Mode Uptime Local IP

A OpenVPN Client List
Index Common Name Virtual IP Real IP Port

X509

This section is used to import the certificates such as CA.

~ X509 Settings

Mode [C\lent
Tunnel Name [Tunnel 1
Root CA [ Choose File | No file chosen ]ﬁ
Certificate File [ Choose File | No file chosen ]
Private Key [ Choose File | No file chosen ]
TLS-Auth Key [ Choose File | No file chosen ]ﬁ
PKCS#12 Certificate [ Choose File | No file chosen ]ﬁ

~ Certificate Files

Index File Name File Size Modification Time
x509
Item | Description | Default
X509 Settings

TunnelName Choose a valitunnel. Selectfrom "Tunnel 1", "Tunnel 2", "Tunnel 3", Tunnel 1
b¢dzyySt nhX bedzyySt péx 2N bt dzyy]

Mode The mode selected in Tunnel Client

Root CA I £t A0l &/ K2 2 &RBot CAfilé aBd thed ihpoft Bifllelin® your | --
device.

Certificate File /| tAO01 &/ K22aS CAtSé¢ G2 t20F4G4S /1 §-
your device.

Private Key /| £t A0l &/ K22aS CAtS¢ G2 t20F3GS tN-
your device.

TLSAuth Key I £t A0l &/ K22 &S -AatKeyfife, addxheri idport thisSile itp| --
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x509
Item Description | Default
X509 Settings

your device.
PKCS#12 Certificat / £t A O] a/ K22aS CAfS¢ (2 2048 (K-
this file into your device.

Certificate Files

Index Indicate ordinal of list. --

Filename Show importedd S NIi s fam® 1 (G S Q Null

File Size Showsize ofcertificate file Null

Maodification Time | Showtimestampof that the last time to modify the certificate file. Null
3.5.4GRE

This section allows you to set tii#&REand the related parameter&eneric Routing Encapsulation (GRE) is a
tunneling protocothat canencapsulatea wide variety ohetwork layerprotocolsinside virtualpoint-to-point links
over aninternet Protocolhetwork. There are two main uses of GRE protocol: internal protocol encapsulation and
private address encapsulation.

GRE

A~ Tunnel Settings
Index Enable Description Bridge With LAN Interface Remote IP Address +

Clik < to add tunnel settingsThe maximuncount is5.
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~ Tunnel Settings

Local Virtual IP Address

Remote Virtual IP Address

Index [1 ]

Enable

Description

Bridge With LAN OFF

Remote IP Address

Local Virtual Netmask

S W S S R —

Enable Default Route OFF
Enable NAT
Secrets [ ]
MTU [ 1472 | ®
Link Binding [Unspecified @

Tunnel Settings @RE

Item Description Default
Index Indicate ordinal of list. --
Enable Click the toggle button to enable/disable this GRfhel. GRE (Generic | ON
Routing Encapsulation) is a protocol that encapsulates data packets s
that it can route packets of other protocols in an IP network.
Description Enter a description for thiSREunnel. Null
Bridge with LAN Click the toggle button toreable/disable this option. When enabled, the OFF
virtual interface can be bridged with lanO.
Remote IP Address Set remote real IP addres$ the GRE tunnel. Null
Local Virtual IRddress | Setlocalvirtual IPaddressof the GRE tunnel. Null
LocalVirtual Netmask Set local virtual Netmask of the GRE tunnel. Null
RemoteVirtual IPAddress| Setremote virtual IPAddressof the GRE tunnel. Null
Enable Default Route Click the toggle button to enable/disable this option. When enabled, a OFF
the trafficsof the gateway will go through the GRE VPN.
Enable NAT Click the toggle button to enable/disable this optidrnis option must be | ON
enabled when the device is under a NAT environment.
Secrets Setkey tothe GREunnel. Null
MTU Enter MaximumTransmission Unit. 1472
Link Binding Select link to build&GRE Unbound
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Status

This section allows you to viedwve GRE tunnel status.

Status

~ GRE tunnel status

Index Description Status Local IP Address Remote IP Address Uptime

3.6 Services

3.6.1Syslog

This section allows you to set tiSgslog parameters. The system logtud device can be saved in the local, also
supports to be sent to remote log server and specified application debugging. By defadltpth®o Remot&option
is disabled.

Syslog

» Syslog Settings

Enable m:]

Syslog Level [Debug

Save Position [RAM @
Log to Remote Cm @

The window is displayed below when enabling theg to Remotéoption.

Syslog

» Syslog Settings

Syslog Level [Dehug

Save Position [RAM @

Log to Remote m:] @
Add Identifier Cm @

Remote IP Address [ ]

Remote Port [514 ]
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SyslogSettings
Item Description Default
Enable dick the toggle button to enable/disable the Syslog settings option. ON
Sysbg Level Select foY ébbig Znfoé E otideb = ardiAgE & & Boré, which fromlowto | Debug
high Thelower level will output moreSyslog in detail.
Save Position { St SOG &l @SRAMR @XM dr &gnsoféNTReYdatanill be cleared | RAM

after rebootwhen choosg 6RAME.

Note: It's not recommended thatou saveSyslog to NVM (NeWolatile Memory)
for a long time.

Log to Remote Click the toggle button to enable/disable this optidmnable to allow device OFF
sending Syslog to the remote Syslog server. You need to enter the IP and P
the Syslog server.

Add Identifier Click the toggle button to enable/disablki$ option. When enabled, you cadd| OFF
a serial number to the Syslog messagechis used for loading Syslog to
RobustLink.
Remote IP Address Enter IP address @iie §slog server when enabling tlieog to Remot&option. | Null
Remote Port Enter port ofthe S/slog server when enabling tldkog to Remot&option. 514
3.6.2Event

This section allows you to set tegent parametersThe event featureis ableto send alerts by SMS or Email when
certain system events occur.

Notification

» Event Notification Group Settings

Index Description Send SMS Send Email DO Control Save to NVM +

Click ¥ button to add arEventparameter
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Notification

- General Settings

—

! |

Index

Description

[
Send SMS m:]
Phone Number [ ] ®@
Send Email m:]
Email Addresses | | @
DO Control m:]
DO Index [DO1
DO Level [High
Save to NVM Cm ®@

General Settings @ Notification

ltem Description Default
Index Indicate ordinal of list. --
Description Enter a description for thigroup. Null
SentSMS Click the toggle button to enable/disable this option. When enabled, the devicqg OFF
senda notification to the specified phone numbers via SM&niévent occurs. Set
the related fhone numbeiin 3.6.5Services > Emdilanddza %2 & S LJ
number.
Send Email Click the toggle button to enable/disable this option. When enabled, the devicqg OFF
senda notification to the specified email box wmailif anevent occurs. Set the
related email addresm (3.6.5 Services > Email
DO Control Click the toggle button to enable/disable this option. After it is turned on, the e\ OFF
device will send it to the corresponding DO in the form of Low / High level.
Save to NVM Click the toggle button to enable/disable this option. Enablsaee theevent to OFF
nonvolatile memory
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